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Introduction 
 

The aim of the SOFIA project is to develop original, innovative and marketable Software 
Framework for Intelligent Adaptive control of complex facilities (SOFIA), and to prove its 

wide applicability via development of two industrial-strength application prototypes in 
completely different areas (airport facility management and microgrid-enabled facility 

management). The SOFIA framework will be based on event-processing paradigm, which is 
among the hottest research topics in computer science, nowadays, having at the same time a 

huge market potential. The most relevant market research companies, Gartner and Forrester 

predict the key role of event-driven processing for making enterprises more intelligent, pro-

active, agile, context-sensitive and adaptive. Therefore, the strong demand for event-driven 

processing comes simultaneously from academia (“science push”) and industry (“demand 

pull”), which is fully in line with the call, encouraging research with clear industrial outreach 

perspective and ready-to-market deliverables. Similarly, since the event-based paradigm is an 

emerging technology for building the intelligent, adaptive distributed control system, it is 

compliant with two ICT priorities defined by recently adopted governmental strategy. 

 

The demand for efficient event-driven processing was answered by different academic 

communities, each bringing its own competence and terminology and each working mostly in 
isolation in developing a number of ideas and solutions concerned with handling of events. 

These communities are 
 

• Reactive data bases 

• Event stream processing (ESP) 

• Multiple streams and clouds processing 

• Semantic Web (SW) 

• Complex Event Processing (CEP) 

• Semantic Complex Event Processing (SCEP) 

• Event Condition Action rules (ECA) 

• Action Recommenders and Decision Support 

• Wireless Sensor Networks (WSN) 

• Pervasive architectures and Web of things 

• Event Driven Architecture (EDA) 

• Context Driven Architecture (CoDA) 

 
Traditionally, the researchers from the above fields tried to solve different problems in event 

processing using different approaches. The field of ESP is concerned with extraction of 
atomic events from a stream or from several parallel streams called a cloud. Thus, ESP 

handles events that are totally ordered by time. Long-running, continuous queries detect 

events regularly. ESP was developed as special database management system (DBMSs). 

However, while traditional DBMSs are designed to work on persistent data with rare updates, 

ESP is specialized in dealing with transient data that is continuously updated. Similarly, 

while DBMSs run queries just once to return a complete answer, DSMSs execute standing 

queries, which run continuously and provide updated answers as new data arrives. Further 

emphasis of ESP lies on efficiency for high throughput and low latency. CEP, on the other 

hand, is more focused on complex patterns of events. To detect these patterns CEP takes 

more time and memory than ESP. The main idea behind CEP is the aggregation of events, 
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which consists of filtering, correlating and transforming many low-level events into a few 

significant events .CEP is concerned with clouds of events, which yield only a partial 

temporal order of events. Other orders of interest for CEP are causality, association, 

taxonomy, ontology, etc. The output from the CEP system is knowledge about complex 

distributed incidents happening in a system. This knowledge incorporates the information 

from individual events in an accumulated fashion. This transient “event” knowledge is 

usually further fed into ECA rules (E part) that facilitate reactivity. The Condition (C part of 
ECA rule), on the other hand, deals with persistent data or knowledge. They may be viewed 

as queries to a database, knowledge base or populated ontology. Although the outcome of 
condition query may change over time, the condition evaluation generally deals with 

persistent data, unlike time-dependent events. 
 

The SOFIA Requirements specification aims at defining general prerequisites for an 

intelligent control system in a wide range of domains (e.g. complex airport facilities or 
complex facility with local RET-based microgrid). The SOFIA Requirement Model consists 

of two sub-catalogues of requirements/features that SOFIA simulation environment is 
expected to support: 

 

• SOFIA functional requirements 

• SOFIA non-functional requirements 
 

The functional requirements specify the functions that the SOFIA system should be able to 
perform such as Data and Information Management, System Integration, User Interactions, 

Collaboration, CEP/ECA Processing, Scenarios Management and Emergency Management, 

Recommendation and Decision Support. The non-functional requirements refer to future 

SOFIA “quality” features like Interoperability, Portability, Scalability, EM Standards, IT 

standards, etc. 

 

The main task of the proposed SOFIA architecture is to enable an easy, efficient, 

standardized and reliable integration of all versatile components in a way that also satisfies 

the specific needs of intelligent control systems (CS). A sophisticated Graphical User 

Interface will support human decision makers to make use of this complex information, 

simulations and recommendation, as well as to monitor automated system reactions. The 

platform will facilitate modelling of complex control systems and their dependencies, 

simulating complex scenarios as representative for exceptional and emergency situations, and 

validating and testing the approach taken. Users will get comprehensive decision support 

highly adapted for their needs and the emergency situation. These modelling, processing, and 

user interaction capabilities provide an attractive ground for extensive training of control 

centre staff, because all information relevant in real-world situations will be also available in 

SOFIA. 

Functional requirements 
 

Data and Information Management 

The problem of data and information management in SOFIA is complex, because we cannot 

expect to have one uniform data/information set. Especially, the legacy SCADA systems with 

their sensors, the simulation systems, and visualization tools will come each with their own 

information models and data sets. The CEP+ECA engine will use its own set of data which 
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is, of course, related to the other data but not identical. Consequently, we have a serious data 

integration task: 

 

• A 3D visualization tool typically does not have any notion of state, of neighbourhood, 

of connectivity, masses, forces, etc. It just manages 3D models frequently created 

from libraries of geometric components.  

• Simulation tools have their own native (very special) data models suitable for the 

algorithms used to perform simulations – but nothing else. 

• Decision support is usually based on a wide range of data, and therefore, besides real 

time data (events, states, physical parameters), we may need SCADA configuration 

information such as event types, component and system models, topological 

information, etc.  

 

FR1.1 Consistency of data and information models. 

The different models used in SOFIA have to be kept together – at modelling time 

and at run time. Whatever we do – it has to be synchronized between the 

different models we have, as well as to reflect the state of a real control system. 

At run time, every operation performed automatically by actions or by users will 

change the models. A change in one model has to be propagated to the 

corresponding parts of the other model(s). Maintaining the consistency of models 

has mainly two aspects: the information aspect and the synchronization aspect. 

FR1.2 Mappings between models. 

Two (or more) information models have to be connected to each other through 

appropriate mappings. If these mappings have to be bidirectional, or if a one-way 

approach is sufficient, it has to be found out.  

FR1.3 Synchronization of models. 

Synchronization means that every change in one model has to be propagated to 
the other ones. 

 
System Integration 

One of the most important tasks of SOFIA, related to the integration of data/information 
models, is to provide a functional integration of system components. Furthermore, SOFIA 

should support simulation and receive, interpret, and process information from different 
SCADA systems and SOFIA components. Therefore, SOFIA communication layer has to be 

flexible enough to interconnect all (distributed) SOFIA components including SCADA 
systems, visualization tools, simulation tools, CEP/ECA engine, etc. Using such a 

communication layer SOFIA will receive, process and visualize information that will enable 

real-time assessment of the safety and security conditions.  

 

Hereby, this communication layer should:  

 

• offer an adequate degree of flexibility (including the support on different platforms)  

• be supported by ready-made frameworks (in the best case there should be several 

ones) 

• have a clearly defined architecture  
 

FR2.1 Standardised Web-based communication between system components. 
Complex control systems are getting more and more sophisticated thanks to the 

use of advanced sensors, actuators and embedded software, which give 
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intelligence to network components. A new generation of data management and 

control systems for large infrastructures will be composed of components linked 
together via the Internet. Therefore, it is essential to establish a communication 

layer for different SCADA systems, visualization tools, simulation tools, 
CEP/ECA engine based on emerging Web standards (e.g. ESB - Enterprise 

Service Bus). 

 

User Interactions 

The other main functionality to be provided by SOFIA is support of user interactions, which 

is, of course, closely related to the data/information management aspect and system 

integration. Due to limited resources, if not necessary, we will not build new user interaction 

facilities. 

 

If the data/model is changed this may have to be propagated to the visualisation tool. A 

listener should support this in order to keep it efficient. Similarly, a change of data/model 

initiated by the user in the GUI has to be propagated to all related models (and then be 

processed by the other tools). 

 

FR3.1 Ability to integrate existing GUIs for user interactions. 

Wherever possible, we will take the GUIs available in the SCADA system, in the 

visualization and simulation tools. The challenge is to integrate the various 

existing user interaction capabilities of these tools with each other within SOFIA 

in a coherent way. 

FR3.2 Implementation of a multi-view approach.  

Every data/model may be interpreted/visualised by different systems. A change 

of the data resulting from a sensor (or simulation, or whatever) may trigger the 
CEP/ECA engine, and it will change the data in the database, in the visualization 

tool, in the simulation tool, etc. 

 

Collaboration 

Efficient emergency management requires coordinated actions of different stakeholders. 

Therefore, it is essential that SOFIA integrates powerful user interaction and decision support 
techniques that enable consensus building among different stakeholders. 

 

FR4.1 Fine-tuning of all models, event processors, etc.  

Effective collaboration in SOFIA requires that all models, event processors and 
other relevant parts of SOFIA be harmonised. 

 
Scenario management (modelling, storing, maintenance and execution) 

Scenarios are the elements of SOFIA information model, and therefore, they should be 
treated in the same way as other elements.  

 

A scenario is an outline or model of an expected or supposed sequence of events. It helps 

understanding the dynamics of events, predict the possible developments of events, and 

hence, plan the necessary actions that prevent escalation. Scenarios could be built for a wide 

range of EM situations like: 

 

• Aircraft/train/network incidents and accidents  

• Bomb incidents  

• Structural fires, fuel farm and fuel storage areas  
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• Natural disasters  

• Earthquake, Tornado, Flood 

• Hazardous materials incidents  

• Disruption of power supply 

• Sabotage, hijack, and other unlawful interference with CS operations  

• Failure of power for movement area lighting  

• Crowd control 

• Pandemic flu, outbreak of other cont. disease etc. 

 

FR5.1 Simulation of the CS behaviour and CS automated reaction to some 

complex events.  
SCADA systems already support automated reactions to some emergency 

situations. SOFIA as an advanced environment built on top of SCADA systems, 

in addition, should simulate the behaviour of infrastructures and automated 

reactions to complex events wherever possible and if the trust and provenance of 

a complex event are reliable and automated reactions are feasible.  

 

CEP/ECA processing capabilities 

One of the aims of using CEP/ECA will be to reduce the number of fault alarms that is often 

a problem in existing SCADA systems. Therefore, we state the following core requirement:  

 

FR6.1 Better identification of the fault alarms. 

Alarms generated in SCADA systems are classified by priorities. Despite the 

implemented algorithms for scoring the emergency situations, many of generated 

alarms are fault. SOFIA is expected to improve the true/false alarms ratio.  

 

EM, Recommendation and Decision Support 

Emergency situations are complex, time-critical, dynamic situations. A proper management 

of complex control systems means handling three different types of situations – normal, 

exceptional, and emergency – and the crossovers between them. For instance, an exceptional 

situation characterized by some technical failure can easily progress towards an emergency 
situation, if the failure is not recognised promptly and if the adequate reactions are not 

performed on time. For handling different types of situations, it is of utmost importance to 
provide a timely and reliable emergency management, recommendation and decision support 

to all involved stakeholders. 
 

FR7.1 Providing emergency management, recommendation and decision support 

alternatives for stakeholders. 

In some complex cases SOFIA should be able to provide help to stakeholders by 
suggesting them the corresponding alternative actions. 

 

SOFIA Non-functional Requirements 
 

SOFIA non-functional requirements can be grouped into the following categories: 

 

• Interoperability 

• Scalability 
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• Portability 

• EM Standards 

• IT Standards 
 

Interoperability 

The interoperability requirement is the following: 

 

NR1.1 Interoperability with other simulators. 

For some control systems there may be already some legacy simulators, which 
implement the functionality of SOFIA to some extent. To use this functionality, 

SOFIA should provide some specific interfaces that would allow an easy 

connection to these simulators. 

 

Scalability 

Scalability is another requirement: 

 

NR2.1 Provide scalability. 

SOFIA is aimed at providing means for simulation and visualization of EM in 

complex control systems and training of different type of stakeholders. 

Sometimes, only a simplified model of CS may be needed, while in other cases a 

stakeholder e.g. EM engineering staff, could ask for very detailed picture of the 

system state. Therefore, SOFIA should be able to support the development and 

use of simplified and full-scale models of critical infrastructures and creation of 

simple and complex simulation and training scenarios. 

 

Portability 

Portability is a helpful feature, but it is not essential for SOFIA: 

 

NR3.1 Support portability. 

Some SOFIA components are fixed, but the HMI components that will run on 

stakeholders workstations and various operating systems are not. Therefore, to 

increase the applicability of SOFIA, it will be useful to provide portability of 

HMI components so that they can run on different operating systems (UNIX – 

Linux, Ubuntu, Red Hat, ...; MS Windows – NT, Vista, 7). 

 

Emergency management standards  

SOFIA must be able to implement the existing Emergency Management standards: 

 

NR4.1 Supporting the implementation of existing EM standards. 

Critical infrastructures (e.g. airports) are so important for every society, hence, 

there are many EM standards treating different aspects of emergency 

management. These standards are of great importance for SOFIA because they 

embody an accumulated experience of experts in the emergency management of 

various critical infrastructures. An example of EM standards in case of airports is 

given in Table 1. 
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Use case  DESCRIPTION  Regulations  

Airport  All national and international 
airports are subject to national and 

international (ICAO – International 

Civil Aviation Organization) 

requirements, regulations and laws 

in regard to personnel and 

equipment that must be on hand. 

REGULATION (EC) No 1108/2009 OF 
THE EUROPEAN PARLIAMENT AND 

OF THE COUNCSL of 21 October 2009 

amending Regulation (EC) No 216/2008 

in the field of aerodromes, air traffic 

management and air navigation services 

and repealing Directive 2006/23/EC. 

Table 1: EM standards for airports 

 

IT Standards 

SOFIA will rely on the existing IT standards: 

 

NR5.1 Complying with the open Web and other IT standards. 

Several open Web and other IT standards are successfully used in various 
applications to facilitate system integration and communication. Building upon 

these open standards has considerable economical and strategic advantages 
especially for safety and security applications.  

SOFIA Architecture 
 

The main information units in SOFIA system are represented in the form of messages (signal 

readings, warnings, alarms, actions, automated responses, recommendations, support, etc.), so 

Event-Driven Architecture (EDA) and more specifically Event-driven Service Oriented 
Architecture – SOA 2.0 emerged as a natural choice for the integrated SOFIA system (Fig. 

1). 
 

Essentially SOFIA architecture can be viewed as a three-tier architecture, where the lowest 
tear corresponds to the information sources and data used in the SOFIA system, the middle 

tier (Processing Layer - PL) is a business logic tier responsible for the processing of 
information in complex control systems, i.e. for providing the automated responses and 

recommendation and decision support for all involved stakeholders, while the highest tier 
(SOFIA Presentation Layer) is the presentation tier, which offers sophisticated GUI for the 

simulation of normal, exceptional and emergency situations in complex control systems and 

for the training of CS staff. 

 

The lowest tier in the SOFIA architecture is divided into three categories: SOFIA Tangible 

Layer (STL), SOFIA Data Layer (SDL) and SOFIA Document Management System 

(SDMS). SOFIA  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. SOFIA Architecture 
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Tangible Layer includes SCADA related information sources dealing with data collected 

from CS environment and processed by SCADA. SOFIA Data Layer will store all static 

information about CS and all SOFIA messages that circulate in the system. SOFIA Document 

Management System will be used to store all relevant EM documents as a basis for 

explanation/justification of system’s automated responses and recommendation and decision 

support. 

 
The information processing in SOFIA Processing Layer is based on models defined in 

SOFIA Knowledge Layer (SKL). WATCHDOG Engine acts as the central processing 
component enabling the firing of CEP-ECA rules for SOFIA situation assessment, automatic 

responses and recommendation and decision support. The SOFIA Application Layer contains 
application specific components related to situation assessment, automated response, 

recommendation and decision support and various simulations. 
 

The SOFIA Presentation Layer contains several sophisticated GUI components used to 

administer the system, model CS, edit different simulation and training scenarios, select and 

activate scenarios, visualize the state of CS, monitor the automated responses, actions and 

events in the system, provide recommendation and decision support visualization, etc. 

 

Finally the Communication Layer serves as a common communication backbone that enables 

the exchange of information in a standardized and efficient way between various SOFIA 

components. It supports several standard communication protocols and mechanisms 

including publish/subscribe mechanism of the Enterprise Service Bus, JDBC/ODBC and 

SOAP. 

 

The basic ideas and concepts underlying the above described SOFIA architecture have been 

checked using the corresponding mock-up prototype. 

Conclusion 
 

The SOFIA Requirements specification aims at defining general prerequisites for a generic 

complex control system. The SOFIA Requirement Model consists of two sub-catalogues of 

requirements/features that SOFIA simulation environment is expected to support: 

 

• SOFIA functional requirements 

• SOFIA non-functional requirements 
 

SOFIA functional requirements catalogue includes descriptions of features classified by the 

following aspects:  

 

• Data and Information Management 

• System Integration 

• User Interactions 

• Collaboration 

• CEP/ECA Processing 

• Scenarios Management 

• Emergency Management, Recomendation and Decision Support 

 

SOFIA non-functional requirements catalogue represents future SOFIA features regarding:  
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• Interoperability 

• Scalability 

• Portability 

• EM Standards 

• IT standards 
 

The SOFIA architecture can be viewed as a three-tier architecture where the lowest tier 

corresponds to various data sources: information collected from a CS environment, data 
stored in DBMS and documents managed by a Document Management System. The middle 

tier is a processing tier comprised of SOFIA knowledge layer, WATCHDOG engine and 
application layer supporting use case specific situation assessment, automated reactions, 

recommendation and decision support and simulation. The presentation tier contains various 
GUI components used for system administration, CS modelling and visualization, scenario 

for the training session creation and activation, etc.. The components from all three tiers are 
connected using the Communication Layer which supports standardized information 

exchange mechanisms and protocols including publish/subscribe mechanism, and 

communication protocols (e.g. JDBC/ODBC, SOAP). 

 

The proposed SOFIA architecture will be used to develop a full-blown, ready to be deployed, 

robust, prototype of the system for intelligent and adaptive control of complex airport 

facilities and intelligent control of a complex facility with local RET-based microgrid. 



Review of technical solution 

SOFIA Requirement Specification and Architecture 
 

Every modern enterprise, especially the complex one, would want to catch or predict exceptions, threats 

and emergencies and detect opportunities at the earliest possible moment. To be able to do it is 

necessary to define event chains that identify what is normal, compliant and expected and what is 

exceptional and/or dangerous. These problems induce a new genre of applications – event-driven 

applications that make automated decisions based on a complex event or pattern of events and also 

provide a rich environment for the analysis of real-time events in combination with the rich historical 

context from traditional data warehouses. In case where an automated reaction is not possible, or event 

provenance is not completely credible, the recommendation is given to a human operator or emergency 

manager that remains in the control loop. 

 

The main objective of SOFIA platform is to enable the development of such kind of event-driven 

applications. This technical solution contains an extensive set of functional (Data and Information 

Management, System Integration, User Interactions, Collaboration, CEP/ECA Processing, Scenarios 

Management and Emergency Management, Recommendation and Decision Support) and non-functional 

requirements (Interoperability, Portability, Scalability, EM Standards, IT standards) that cover the most 

important issues related to the operation and quality of service requirements that should be supported by 

the SOFIA platform.  

 

The proposed SOFIA architecture represents a novel approach in applying Event Driven Architecture 

(EDA) in complex control systems. The foreseen components, their organization and ways of 

communication described in SOFIA architecture fully comply with the needs of complex and versatile 

environments of its application ranging from critical infrastructures (e.g. airport, metro, railway 

network, power plant, power grid, etc.) to the complex facilities using local RET-based microgrids. 
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