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Introduction	
 
The basic ideas and concepts underlying the SOFIA architecture have been checked using the 
first version of SOFIA architecture prototype, i.e. using the Airport mock-up prototype. We 
have implemented the most important components according to the SOFIA architecture for 
the airport use case (Belgrade airport “Nikola Tesla”). 
 
All SOFIA components will be briefly described in the following sections and we will also 
provide some details of the components already implemented in the Airport mock-up 
prototype.  
 
The SOFIA components will be described following the three-tier nature of the SOFIA 
architecture (Fig. 1): 
 

 SOFIA Data Tier comprised of SOFIA Tangible Layer, SOFIA Data Layer and 
SOFIA DMS 

 Processing Layer (representing business logic tier) 
 SOFIA Presentation Layer (representing presentation tier) 

 

 
 
Figure 1. SOFIA Architecture 

SOFIA	Data	Tier	
 
The SOFIA Data Tier encompasses all sources of information in the SOFIA system. It is 
comprised of three components: 
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 SOFIA Tangible Layer (STL) 
 SOFIA Data Layer (SDL) 
 SOFIA DMS (SDMS) 

 
SOFIA Tangible Layer 
All information that SOFIA can collect from a complex facility/critical infrastructure is 
provided by a SCADA system. The SOFIA Tangible Layer provides the information about 
the state of complex facility/critical infrastructures and contains three components: 
 

 SCADA System 
 SCADA Emulator 
 SCADA Archives 

 
For the rest of the SOFIA system it does not matter if the data streams come from the real 
SCADA system, the archives of data gathered from the real SCADA system or from the 
SCADA Emulator that artificially generates the data that both synthetically and semantically 
resemble their real-world counterparts coming from the proper SCADA systems. 
 
SCADA System 
In the airport use case, the SOFIA system will be tested with the underlying Pupin’s VIEW2 
SCADA system for supervision and control, that currently serves as a platform for a facility 
management at the airport „Nikola Tesla“-Belgrade. VIEW2 SCADA system integrates 
subsystems of automatic control (power supply, escalators, fire protection, emergency 
lighting, etc.) into one unique informational environment and provides visualization and 
archiving of parameters, as well as control of objects of technical systems. Actually, the 
VIEW2 is utilized for control and monitoring of distributed, heterogeneous systems and that 
requires communication with various actuator and sensor devices connected via remote 
terminal units (RTUs), using diverse standard and/or proprietary application protocols and 
different types of communication links. Key features of the VIEW2 SCADA system are the 
following:  
 

 acquisition and processing of sensor data (deriving new data from the acquired ones), 
 accepting command requests and generating programmed sequences of commands, 
 generating events (whenever something irregular was detected, alarm went off etc.), 
 logging sensor readings and derived events (within EVENT and HISTORY databases), 
 various communication tasks such as selection of the best of redundant communication 

links, and 
 presenting relevant information to the operator and other stakeholders. 

 
SCADA Emulator 
Simulation of certain events or complete scenarios is necessary part of implementation of any 
automation system, at least during the phase of functional testing, when all the points are 
being checked whether the events are received appropriately, and whether the defined 
automated responses satisfy the requirements. The same case is with the VIEW2 SCADA 
system, where the corresponding SCADA Emulator has been constructed that basically 
generates communication messages, which are then received by SCADA and processed as if 
they were generated by other devices. Basically, the SCADA emulator has been built with an 
aim to emulate all incoming signals from the communication lines. In other words, it 
emulates all signals coming from sensor/actuator devices via RTUs to the SCADA system. It 



 

3 
 

is closely coupled with VIEW2 SCADA system, because it utilizes already built-in test 
functions for communication with VIEW2 SCADA software.  
 
SCADA Archives 
In VIWE2 SCADA system, the real time data are either raw sensor readings received from 
communication channels or derived/aggregated values, or they represent the result of some 
operator’s intervention (manual data setting). A specialized archiving/logging component 
stores these data as they change, or at specified time intervals, and sends them to the EVENT 
(specific filtering mechanism used for archiving only significant events) and HISTORY 
(complete log of all signals acquired by SCADA) databases. This way the corresponding 
SOFIA scenarios can be defined, based on the mentioned EVENT and HISTORY databases, 
i.e. according to the actual signals acquired in the real/emulated environment. 
 
SOFIA Data Layer 
The SOFIA Data Layer – SDL enables storing and fetching data from various SOFIA data 
repositories. The following components comprise SDL: 
 

 CS Models 
 User Profiles 
 Scenarios 
 Automatic Reactions Log 
 Event & Activity Log 

 
However none of these components have been implemented for the Airport mock-up 
prototype. 
 
SOFIA Document Management System 
Many topics related to emergency management, legal issues or control of complex 
facilities/critical infrastructures are covered by the existing documents that will be handled by 
SOFIA Document Management System – SDMS (see Fig. 2): 
 

 Emergency Management Procedures. Although they may not be automated, for each 
complex infrastructure there exists a precisely defined list of emergency management 
procedures. These procedures can be then expressed in the form of ECA rules or CEP. 

 Legislation/Policies. Large infrastructures are of great importance for normal 
functioning of human society, therefore many issues are regulated by the legislation 
or corresponding policies. The collaboration of stakeholders in emergency situation is 
just one example. 

 Previous Cases. The experience gathered in previous cases of emergency or critical 
situations is very precious and can be formalized and integrated within SOFIA 
Knowledge Layer. 

 
All these documents may be used to provide “canned” explanations/justifications for the 
automated responses and recommendation and decision support in the SOFIA system. SDMS 
will not be used in all use cases and will be specific. 
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Figure 2. SOFIA Document Management System 

Processing	Layer	
 
One of the most important layers of the proposed SOFIA architecture is Processing Layer 
(PL), which on one hand enables modelling of all data used in the system in a standardized 
manner and on the other provides software components for processing these data. It supports 
software components for data and event management, event processing, and provides 
functionality required at the application level related to simulation, automated response and 
recommendation and decision support. More precisely, PL integrates the following: 
 

 SOFIA Knowledge Layer 
 WATCHDOG Engine 
 SOFIA Application Layer (SAL) 

 
SOFIA Knowledge Layer 
SOFIA Knowledge Layer will be used to model various data that will be processed by the 
components in the SOFIA Application Layer. As one of the specific parts of the SOFIA 
Knowledge Layer, the airport facility ontology defines the infrastructure of the Nikola Tesla 
airport building by classifying installed emergency related systems with the corresponding 
sensor/actuator devices relevant for complex event processing and reasoning in the airport 
use case. In other words, it provides the classification of all types of devices/signals that 
SOFIA system might have to deal with. As modelling environment of the airport ontology 
extension, the Protégé Version 3.4.1 was utilized. 
 
Moreover, the airport ontology was modelled in such a way so as to facilitate the 
interpretation of signals (messages) going to/from VIEW2 SCADA system, as well as to 
describe the corresponding relationships among them. This implies the semantic recognition 
of signals in communication with SCADA system, understanding to which device/system 
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incoming (outgoing) signal belongs, what its characteristics are, relationships with other 
devices/signals, from which geographical location the signal is coming, etc.  
 
In the same time, the airport ontology provides the information about geographical location 
of every modelled device/signal, i.e. where certain signals/events are coming from (or on the 
other hand, where certain command requests should be directed to), which is not stored 
within the VIEW2 SCADA database and it cannot be acquired based on signals coming from 
SCADA system. Therefore, more than 120 area instances covering completely the ground 
floor of the airport were mapped from the 2D plans of the “Nikola Tesla” airport building 
(Fig. 3). All area instances were defined with corresponding attributes describing the 
interconnection and geographical relations among areas, but with corresponding relations 
denoting the devices/signals installed within each area instance. In that way, a clear model of 
the airport infrastructure was defined with indicated locations where each device/signal was 
positioned. 
 

 
 
Figure 3. Airport Ontology Extension – Facility Areas 
 
In order to make a clear parallel between the SCADA database and device signals, on one 
hand, and ontology entities/instances on the other hand, all sensor and actuator devices 
(signals) relevant to the airport use case were defined and instantiated with appropriate 
attributes based on their semantic description in the VIEW2 SCADA database. Currently, the 
airport ontology completely covers the ground floor of the “Nikola Tesla” airport building, 
including more than 1000 instances.  
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WATCHDOG Engine 
The WATCHDOG Engine will enable the execution of Situation Assessment, Automated 
Response and Recommendation and Decision Support components implemented using 
CEP/ECA rules. Complex Event Processing will be used to recognize the complex events 
based on temporal, spatial and causal relationships between all involved events. The Event-
Condition-Action rules can be used to propose the best decisions based on detected complex 
events and the current state of a critical infrastructure and to implement collaboration 
procedures for different stakeholders. In the Airport mock-up prototype we have used the 
open source tool, Esper. 
 
SOFIA Application Layer 
The Simulation Layer (SL) implements the functionality required at the SOFIA application 
level. It includes: 
 

 Situation Assessment (not implemented in mock-up prototype) 
 Automated Response 
 Recommendation and Decision Support 
 Simulators (not implemented in mock-up prototype) 

 
Automated Response 
In some emergency situations the SOFIA system may act automatically, more appropriately 
and faster than a human operator to save lives and property, reduce the possibility of 
secondary damage, and speed up recovery operations. The Automated Response component 
aims at transforming the simple SCADA events into more meaningful events (or responses to 
events). All these automated responses will be defined using CEP/ECA rules and will be 
logged in the Automatic Reactions Log.  
 
Using the CEP/ECA language, we can specify the AlarmConfirmation() event as following: 
 
DETECT 
 event: AlarmConfirmation(Category=FIRE, var Area) 
ON 
 event e1: FireDetection(var ID1, var Area) 
 event e2: FireDetection(var ID2, var Area) 
 where (var ID1 != var ID2, {e1,e2} within t-critical) 
END 
 
The Automated Response component will have a key role in the situation assessment process 
and early emergency detection and classification. Hereby, we can point to a rule for 
automatic determination of fire size based on the ratio of triggered and total number of fire 
detectors in an area. 
 
ON 
 state-change: fire_sensor(var ID, var Area, normal->alarm) 
 state: fire_sensor(var AlarmIDs, var Area, alarm) 
 state: fire_sensor(var AllIDs, var area, *) 
DO 
 IF count(AlarmIDs)/count(AllIDs) > 1/3 THEN  
  UPDATE area-state(Category==FIRE, var Area, *->large fire) 
 ELSE IF count(AlarmIDs)/count(AllIDs) > 1/10 THEN  
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  UPDATE area-state(Category==FIRE, var Area, *->medium fire) 
 END IF 
END 
 
The interaction between the SCADA, the Automated Response component and the 
Recommendation and Decision Support component can be illustrated with a sequence 
diagram as given in Fig. 4.  
 

 
Figure 4. Sequence diagram for the Automated Response component (airport use case) 
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Recommendation and Decision Support 
Even for experienced human operators it is sometimes difficult to make an optimal decision 
in an emergency, time-critical situation. Therefore, a timely and appropriate recommendation 
and decision support is very important in resolving emergency situations efficiently and 
optimally. Its value in training the complex facility/critical infrastructure staff is may be even 
larger, because novice operators may not be fully aware of all emergency management 
procedures and best practices in handling emergency situations.  
 
The Recommendation and Decision Support aims at suggesting adequate strategies for 
different exceptional and emergency situations. A strategy is defined as a set of instructions 
for the user and a set of actions that should be executed automatically. Therefore as a 
subscriber as well as a publisher, this component should exchange messages with a large 
number of different SOFIA components including the SCADA, the Automated Response 
component, the Recommendation and Decision Support Visualization component, the CS 
Visualization, the Simulators, etc.  
The Recommendation and Decision Support component will have a key role in the risk 
assessment process as well as in the evacuation process. As an illustrative example, we can 
point to a rule for strategy selection depending on the detected malfunction. In a case that a 
malfunction can cause evacuation problems, an alternative evacuation route has to be 
suggested to the operator. However, when a malfunction can result in another accident, e.g. 
fire spreads in a neighbouring sector and starts even bigger fire, a new risk assessment 
procedure for the potential accident has to be initiated.  
 
ON 
 event: malfunction(var ID, var Area), 
 state: sensor_system(var ID, var System), 
 state: identify_location(var ID, var Area), 
 state: area_sector(var Area, var Sector) 
IF  
 System==evacuation_access_control 
THEN DO  /----------------------------------------------------Strategy A ----------------------------/ 
 action: notification("Possible evacuation problem through area " + Area) 
 action: FindSafeEvacuationRoute(var Area) 
ELSE IF 
 System==water_curtain_system 
THEN DO  /----------------------------------------------------Strategy B ----------------------------/ 
 action: notification("Fire sector " + Sector + " is no longer isolated in terms of fire 
propagation") 
 action: CalculateRiskInArea(var Sector) 
END 
 
The interaction of the Recommendation and Decision Support component with other SOFIA 
components can be illustrated using a sequence diagram given in Fig. 18.  

SOFIA	Presentation	Layer	
 
The SOFIA Presentation Layer – SPL will implement an advanced and innovative user 
interfaces with sophisticated visualization and interaction capabilities offering integrated and 
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coordinated multiple views best suited for complex information processing and human 
decision support. The user interface will be composed of the following components: 
 

 SOFIA Administration (not implemented yet) 
 CS Modelling (not implemented yet) 
 Scenario Editing (not implemented yet) 
 Training Session Player (not implemented yet) 
 CS Visualization 
 Monitoring (not implemented yet) 
 Recommendation and Decision Support Visualization 
 External GUI Components (not implemented yet) 

 
CS Visualization 
The CS Visualization GUI component (based on corresponding 2D, 3D critical infrastructure 
model) should enable monitoring and in some cases control of complex facility/critical 
infrastructure (see Fig. 5 for the Airport mock-up prototype). 
 

 
 
Figure 5. CS Visualization component 
 
Recommendation and Decision Support Visualization 
The Recommendation and Decision Support Visualization GUI component may contain the 
following sections: 
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 Situation Assessment/Recommendations 
 Explanation/Justification 
 Collaboration 

 
In case when EM Operator’s response is expected, SOFIA may recommend some actions. 
Relevant information about situation assessment, main high-level events (alarms), the 
recommended actions to be executed and EM Operator’s responses will be visualized in 
Situation Assessment/Recommendations section. 
 
For some SOFIA recommendations to EM Operator, on user demand the system should 
retrieve an explanation/justification from the SOFIA DMS system and represent it in the 
Explanation/Justification section (see Fig. 6).  
 

 
 
Figure 6. Part of the SOFIA Recommendation and Decision Support Visualization 
component 
 
In some complex, emergency situations a communication between different CI stakeholders 
must be established and this can be achieved using the Collaboration section for each pair of 
stakeholders. SOFIA may recognize such situations and automatically establish the 
communication between the involved stakeholders or provide the information whom to 
contact and how to establish the communication (phone numbers, radio links, etc.). 

Conclusion	
 
As a proof of concept for the SOFIA architecture, we have developed the Airport mock-up 
prototype, where we have implemented and integrated the most important SOFIA 
components used in the airport use case. 
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In the SOFIA Data Tier we have used the following components: 
 

 VIEW2 – proprietary Pupin’s SCADA system 
 Corresponding SCADA Emulator 
 SOFIA Document Management System 

 
The implemented parts of Processing Layer consist of: 
 

 CEP/ECA engine 
 Automated Response 
 Recommendation and Decision Support 
 Ontologies defined within SOFIA Konwledge Layer 

 
Finally the GUI of the Airport mock-up prototype consists of the following components: 
 

 CS 3D Visualization 
 Recommendation and Decision Support Visualization 

 
The Airport mock-up prototype has proved the validity of ideas underlying the proposed 
SOFIA architecture and successfully demonstrated the applicability of implemented 
components. 



Review of the technical solution 
Development of the First Version of SOFIA 

Architecture Prototype 
 
The SOFIA architecture can be viewed as a three-tier architecture where the 
lowest tier corresponds to various data sources: information collected from a 
complex facility/critical infrstastructure environment, data stored in DBMS and 
documents managed by a Document Management System. The middle tier is a 
processing tier comprised of SOFIA Knowledge Layer, CEP/ECA Engine and 
Application Layer supporting use case specific automated reactions, 
recommendation and decision support and simulation. The presentation tier 
contains various GUI components used for system administration, CS modelling 
and visualisation, scenario for the training session creation and activation, etc. The 
components from all three tiers are connected using the Communication Layer 
which supports standardized information exchange mechanisms and protocols 
including publish/subscribe mechanism, and communication protocols (e.g. 
JDBC/ODBC, SOAP). 
 
Following the good practice of iterative software development, where all critical 
decisions should be checked as early as possible using mock-up prototypes, 
Pupin’s team has implemented the Airport mock-up prototype to test the basic 
concepts of the proposed SOFIA architecture. During the implementation only the 
most important prototype SOFIA components have been developed: SOFIA Data 
Layer – SCADA Emulator, SOFIA Document Management System; Processing 
Layer – Automated Response, Recommendation and Decision Support, ontologies 
from the SOFIA Knowledge Leyer; SOFIA Presentation Layer – CS 3D Visualization, 
Recommendation and Decision Support Visualization. Some other components 
were just integrated in SOFIA framework: Pupin’s VIEW2 SCADA system, SCADA 
Archives, Esper engine. 
 
The implemented Airport mock-up prototype fully confirmed the validity of 
solutions proposed in the SOFIA architecture and outlined the possible benefits of 
its use in the airport use case. 
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