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Introduction 
 

“The main task of the proposed SOFIA architecture is to enable an easy, efficient, standardized 

and reliable integration of all versatile components in a way that also satisfies the specific needs 

of intelligent control systems (CS). A sophisticated Graphical User Interface will support human 

decision makers to make use of this complex information, simulations and recommendation, as 

well as to monitor automated system reactions. The platform will facilitate modelling of complex 

control systems and their dependencies, simulating complex scenarios as representative for 

exceptional and emergency situations, and validating and testing the approach taken. Users will 

get comprehensive decision support highly adapted for their needs and the emergency situation. 

These modelling, processing, and user interaction capabilities provide an attractive ground for 

extensive training of control centre staff, because all information relevant in real-world 

situations will be also available in SOFIA.” 

 

This document will describe the first prototype of the SOFIA environment. The main goal of the 

first prototype is to serve as a proof of concept. The most important components, especially those 

not present in most SCADA systems, were implemented in order to test the feasibility and 

applicability of the proposed SOFIA environment. 

 

First, the architecture will be described, followed by the detailed description of each component. 

Finally, general conclusions and impressions of the first prototype will be given, followed by the 

next steps and planned improvements of the prototype. 

System architecture 
 

Essentially, SOFIA integration framework can be viewed as a three-tier architecture, where the 

lowest tier corresponds to the information sources and data used in the SOFIA system, the 

middle tier (Processing Layer - PL) is a business logic tier responsible for the processing of 

information in emergency management of critical infrastructures, i.e. for providing the 

automated responses and recommendation and decision support for all involved stakeholders, 

while the highest tier (SOFIA Presentation Layer) is the presentation tier, which offers 

sophisticated GUI for the simulation of normal, exceptional and emergency situations in critical 

infrastructures and for the training of CS staff. 

 

The lowest tier in the SOFIA architecture is divided into three categories: SOFIA Tangible Layer 

(STL), SOFIA Data Layer (SDL) and SOFIA Document Management System (SDMS). SOFIA 

Tangible Layer includes SCADA related information sources dealing with data collected from 

CS environment and processed by SCADA. SOFIA Data Layer will be implemented using 

MonetDB to store all static information about CS and all SOFIA messages that circulate in the 

system. SOFIA Document Management System will be used to store all relevant EM documents 

as a basis for explanation/justification of system’s automated responses and recommendation and 

decision support. 
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The information processing in SOFIA Processing Layer is based on models defined in SOFIA 

Knowledge Layer. The CEP/ECA engine acts as the central processing component enabling the 

firing of CEP-ECA rules for SOFIA automatic responses and recommendation and decision 

support. The SOFIA Application Layer contains application specific components related to 

automated response, recommendation and decision support and various simulations. 

 

The SOFIA Presentation Layer contains several sophisticated GUI components used to 

administer the system, model CS, edit different simulation and training scenarios, select and 

activate scenarios, visualize the state of CS, monitor the automated responses, actions and events 

in the system, provide recommendation and decision support visualisation, etc. 

 

Finally the Communication Layer serves as a common communication backbone that enables the 

exchange of information in a standardized and efficient way between various SOFIA 

components. It supports several standard communication protocols and mechanisms including 

publish/subscribe mechanism according to WS-Eventing specification, JDBC/ODBC and SOAP. 

 

 
Figure 1 SOFIA architecture
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Implemented components 
 

This section discusses the main functionalities of the first SOFIA prototype. Components of each 

layer in the architecture will be described in a separate sub-section. 

SOFIA Data Tier 
 

The lowest tier in the SOFIA architecture is divided into three parts: SOFIA Tangible Layer 

(STL), SOFIA Data Layer (SDL) and SOFIA Document Management System (SDMS). SOFIA 

Tangible Layer includes SCADA related information sources dealing with data collected from 

CS environment and processed by SCADA. Currently, this information is simulated with the 

SCADA Emulator component where the information is stored in specific binary files. 

 

Currently, the CS Models are stored in a form of ontology, while the Event Activity Log and the 

Automatic Reactions Log are still in elaboration phase. 

 

Many topics related to emergency management, legal issues or prescribed emergency 

management procedures of the concrete critical infrastructures are covered by the existing 

documents, used both for SOFIA emergency management heuristics extraction and for the 

explanation and justification of system recommendation and ranked alternatives. These 
documents are handled by SOFIA Document Management System. 

SOFIA Processing Layer 
 

At the moment the following components of the SOFIA Processing Layer are used: Automated 

Response, Recommendation and Decision Support, Simulator (Route Finder), WATCHDOG 

engine and SOFIA Knowledge Layer. Automated Response and Recommendation and Decision 

Support consist of sets of rules which deduce (complex) events that trigger appropriate 

recommendations and automatic reactions. These rules, more precisely their syntax, depend on 

the used WATCHDOG engine, which receives events via the ESB and then publishes derived 

events back. It also needs the SKL (SOFIA Knowledge Layer) component which is used to 

extract static information stored in the ontologies. Ontological knowledge is queried with the 

Jena Semantic Framework (http://jena.sourceforge.net/).  

 

The Automated Response component has a key role in the situation assessment process and early 

emergency detection and classification. It aims at transforming the simple SCADA events into 

more meaningful complex events (or responses to events), and reacting automatically when 

possible. In some emergency situations the SOFIA system may act automatically, more 

appropriately and faster than a human operator to save lives and property, reduce the possibility 

of secondary damage, and speed up recovery operations. The Recommendation and Decision 

Support component has a key role in the risk assessment process as well as in the whole 

emergency management procedure. It aims at suggesting adequate strategies for different 

exceptional and emergency situations, but it is also a highly useful tool for training purposes by 

showing not considered strategies to inexperienced operators. A strategy is defined as a set of 
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instructions for the user and a set of actions that should be executed automatically. There can be 

multiple mutually exclusive strategies. 

 

The Route Finder is an evacuation optimization tool that was developed to determine the shortest 

(regarding the evacuation time) and safest path taking into account various static (e.g. width of 

an exit) and dynamic parameters (e.g. number of people in the room, operating condition of 

remotely operated door, malfunction of devices related to evacuation, etc.). First, the safety 

conditions are evaluated based on information from the WATCHDOG engine. The second step is 

the identification of the number of evacuees in the building. This number combined with the 

throughput of the available exits is optimized to determine the ideal number of people that have 

to leave the building through each exit. Thus, each section according to its containing number of 

evacuees is assigned to a certain exit. The path to this exit is optimized by using the A* 

algorithm. The output of the route finder is shown in the 2D visualization of the CS in the shape 

of arrows pointing to the right evacuation direction. 

SOFIA Presentation Layer 
 

Main components of the SOFIA Presentation Layer are the Scenario Editor, Training Session 

Player, 2D and 3D CS Visualization, Recommendation and Decision Support Visualization and 

DMS viewer. All components of this layer can be seen in the delivered prototype.  

 

The Scenario Editor assists SOFIA administrators/designers in defining emergency scenarios 
which can be later utilized for training and testing purposes (see Figure 2). Within the Scenario 

Editor the SOFIA designers can define a scenario by defining a timeline of critical events (type 

of event e.g. fire, room of the event, absolute time when event should happen, reaction to the 

event) and their underlying SCADA signals. Emergency scenarios defined in that way can be run 

by utilizing the Training Session Player which represents the front end (graphical user interface) 

of the SCADA Emulator used for emulating signals of the View2 SCADA system at the airport 

Nikola Tesla in Belgrade and the events coming from it. 
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Figure 2 Scenario Editor 

 

The Training Session Player (see Figure 3) provides an easy way for initialization and 

starting/testing of emergency scenarios previously defined via the Scenario Editor. The 

emergency scenarios as well as command/response procedures defined within the Scenario 

Editor are readable by the SCADA Emulator. The Training Session Player actually provides the 

corresponding graphical user interface and its main functionalities are “injecting” the relevant 

event-related parameters (both from emergency scenario and command/response procedure 

source files) during the initialization phase into the SCADA Emulator and controlling the flow of 

the emergency scenario (playing, pausing and stopping the scenario). 

 

Scenario Editor and DMS viewer do not react to events. They provide a specific function to the 

user. Scenario Editor is opened when a user clicks on the scenario button of the main window. It 

produces the output in the form of files that can be later used by the Training Session 

Player/SCADA Emulator. Training Session Player/SCADA Emulator component does not 

depend on any other component and can be turned into a standalone application. Document 

Management System is opened when a user clicks on the DMS button in the main window. It is 

basically an embedded browser that shows emergency-related documents. These documents are 

accessed from Alfresco DMS server that is running at the Mihajlo Pupin Institute site. 
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Figure 3 Training Session Player 

 

CS visualization is important since it has to catch operator’s attention and enable him to quickly 

see all the significant alarms and determine the current situation. Technical systems and their 

parts are traditionally presented by 2D schematics where important problems with technical 

equipment (e.g. device malfunctioning) are usually visualized by blinking lights. Accordingly, in 

our prototype, when fire detectors detect fire it is highlighted on the 2D schematics by red circles 
in place of the triggered detector(s) (see Figure 4). In addition, the first SOFIA prototype 

provides an accurate 3D model of the building that includes all relevant devices that can be used 
in emergency scenarios (see Figure 5). In some cases, being fully aware of spatial parameters can 

impact operator’s decision making process which makes the 3rd dimension desirable. It enables 

watching the affected areas and triggered alarms from different perspectives and conjures a 

better image of, for example, size and shape of affected rooms, hallways, etc. In our prototype, 

the 3D model is currently used to highlight the state of fire detectors. 
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Figure 4 CS visualization - 2D 

 

In the 3D model it is possible to control which parts of the model are shown (e.g. we might want 

to see only the ground floor) and which are transparent (in many situations making walls 

transparent is desirable). It shows the state of every fire detector on the first floor of the airport 

building by changing the colour of the detector (if the colour is green the detector is not 

triggered, if the colour is red fire is detected). Furthermore, in case an operator suspects that the 

detector is giving false readings, he/she can manually set the state of any detector. This is done 

by double clicking the detector, filling out the fields in the dialog that appears, and clicking OK. 

After that, an event is sent to all components via ESB. 

 

2D and 3D CS Visualization react to events, which is why they need to be connected to the ESB 

and subscribed to the right topics. The connection serves also to display the actual state of the 

equipment (functioning or error). In order to visualize the escape paths, it needs to get the results 

of the route finder algorithm. The 3D CS Visualization also has two functions. The first one is 

the same as in the case of the 2D CS Visualization. The second function is to manually trigger 

events that can come from fire detectors. This functionality can be used for training purposes to 

interactively create or remove fire alerts. It can function completely independently of other 

components; only a connection to the ESB is needed.  

 

The CS models used are 3D model of the airport building and the airport ontology. Three-

dimensional model of the Nikola Tesla airport is stored in OBJ format and used by the 3D CS 

component and the airport ontology is used to retrieve static information about the airport. 
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Scenarios are stored in files that are to be used by Training Session Player. Alfresco is used for 

storing and managing documentation related to emergency management at airports. 

 

 
Figure 5 CS visualization - 3D 

 

The Recommendation and Decision Support Visualization component is implemented within the 

main window of airport use case prototype. The graphical user interface is divided in two parts: 

on the left side incident events and states are presented to enable the operator to gain situational 

awareness, while on the right side automated actions are presented and decision support is 

provided. Thereby the trainee has to choose correctly the suggested strategies and the related 

actions. 

 

Situational awareness is provided by showing to the operator an overview of the current situation 

in a clear, simple, and concise manner. Every fire sector in which fire has been detected is shown 

separately, and can be folded or unfolded. If the view of the fire sector is folded, only the current 

state is shown, along with the time of the first alarm in that fire sector. On the other hand, 

unfolded view shows more information, specifically, which areas are affected and to what extent, 

the number of people, and the state of adjacent fire sectors. 

 

Recommendations are shown as a list of actions that can be selected, and options to execute the 

selected actions, reject the recommendation, or show a document that justifies the given 

recommendation (if such document is available). Proposed actions can be complex, meaning that 

they consist of other actions (which also can be complex). Actions are visualized as a tree, where 

every action is represented by a single node, and actions contained within a complex action are 

visualized as sub-nodes of the node representing that complex action. 
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Figure 6 Recommendation and Decision Support Visualization 

Conclusion 
 

The document first describes the architecture of the SOFIA environment with regards to the 

currently implemented components. Then, the role of each layer is explained, and finally, 

functionalities of each component are given. Unlike the traditional SCADA systems, SOFIA uses 

CEP/ECA to derive the current state of the complex object and to give recommendations to the 

operator, which are then presented by the visualization of the current situation and recommended 

(re)actions. Additionally, 2-D and 3-D visualization provide an overview of the airport building 

and modelled devices. Justification for the recommended actions is available via DMS viewer.  

 

Thanks to the Scenario Editor, SCADA Emulator and Training Session Player, SOFIA enables 

training of operators. Scenario Editor can be used to define and save scenarios that can later be 

player by the Training Session Player and SCADA Emulator.  

 

The main goal of the first prototype is to serve as a proof of concept. Currently implemented 

components provide the most important functionalities, i.e. those that are generally not provided 

by SCADA systems. Initial test were conducted on simplified, but realistic scenarios. All the 
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components interoperate well, and provide satisfying performance, thus proving that SOFIA 

concept is feasible.  

 

Further work on the prototype will involve implementation of new components, improvement of 

existing ones, extensive testing to identify weaknesses, and further improvements to address 

spotted weaknesses. 



Review of the technical solution 

THE FIRST VERSION OF THE SOFIA 

DEMONSTRATION PROTOTYPE FOR THE 

BELGRADE „NIKOLA TESLA“ AIRPORT 

 

This technical document presents the first version of the SOFIA demonstration 

prototype for the Belgrade „Nikola Tesla“ Airport. SOFIA is a hybrid environment, 

where several different software paradigms are utilized and combined in order to 

achieve the most powerful amalgamation, applicable in emergency management in 

different critical infrastructures. The prototype provides a proof-of-concept in the 

early phase of the SOFIA project and demonstrates the applicability of advanced 

technologies such as complex event processing, semantic technologies and web 

services in mission-critical applications.  

 

The proposed solution addresses the following challenges at the  Belgrade „Nikola 

Tesla“ Airport: heterogeneous facility infrastructure, inflexible control algorithms in 

existing SCADA system, limited decision support, lack of complex event support, 

and lack of automated risk assessment. The most important components introduced 

in this technical documentation are Automated Response and Decision Support 

subsystem, 2D/3D CI visualization component, Scenario Editor, Training Session 

Player that includes SCADA Emulator, Route Finder, and Document Management 

System. 

 

The proposed solution is a new idea that will significantly improve the way the 

airport services at the Airport “Nikola Tesla”, Belgrade manage different kind of 

emergency situations. The first SOFIA demonstration prototype presents an 

example for its use at the Airport “Nikola Tesla”, Belgrade, however the system can 

be a significant support for other airports as well. 
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