
 

 
 

 
 

 

 

Техничко решење 

 

 
Анализа захтева и израда 

UML модела софистицираног графичког 
корисничког интерфејса 

 

 
Аутори:  

Вук Мијовић, Никола Томашевић, Валентина Јанев, 

Младен Станојевић, Сања Вранеш 

 

Година: 2011. 

 

Корисник:  
Институт „Михајло Пупин“ 

 

Начин коришћења:  
Дефинисани су UML модели и захтеви за развој 

софистицираног графичког корисничког интерфејса 

SOFIA окружења. 

 

Рецензенти:  
Gian Mario Bertolotti, PhD, University of Pavia, Italy 

Andrea Cristiani, PhD, University of Pavia, Italy 

 



 

1 

 

Introduction 
 

The emergency management of critical infrastructures (CIs) is an extremely challenging task 

both for the SCADA technology and for the human operators. Incorrect information, overlooking 

relevant information or wrong decisions may cause immense damage on the reputation, material, 

finances or even human health. In SOFIA we follow a human-centric approach. This means that 

the humans play the main role for the CI management. However, they have to be supported by 

the SOFIA environment in their decision making and collaboration. In order to control a critical 

infrastructure effectively and safely, the operators should be able to take their decisions not only 

adequately but also quickly. A socio-technical system that aims to provide an adequate level of 

decision making support for a CI operator should be capable to analyze the state of the observed 

CI and perform more or less complex actions (semi-)automatically as well as to visualize 

effectively: 

 

• …the current state of the system (overall topology with highlighted damaged or 

threatened elements or areas, etc.) 

• ...the element types, basic and detailed properties if required (an operator should be able 

to choose the detail level according to the situation) 

• …the events of importance like alarms (a proper level of detail is important, the 

overcharging “avalanches of alarms” should be avoided) 

 

In the best case the interface should provide exactly the information that is required to take the 

right decision, not less and not more. A clear requirement definition is essential for the ability to 

converge to this idealistic product. The requirements should be derived from the knowledge 

about the typical user’s tasks and the architecture of SOFIA. 

 

This document summarizes the requirements for the SOFIA user interface and describes the 

requirements for each of the estimated user task areas. First, main user tasks are identified and 

discussed. Then, the facts for every task are summarized and the requirements are given. 

Requirements for the SOFIA GUI 
 

The purpose of the user interface is to allow the interaction with a system and to assist the users 

in any kind of actions. To define the interface requirements as precisely as possible we follow a 

top-down strategy delimiting general task fields for the SOFIA users and providing a step-wise 

specification for particular tasks and the resulting requirements. 

 

In general we can distinguish the following types of the SOFIA user’s tasks which should be 

supported by corresponding user interfaces: 

 

1. System modeling and adaptation: this area includes the generation of the CI model and 

ontology. Furthermore this task field includes the generation of predefined sequences of 
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events (scenarios) which (combined with a corresponding CI simulator) may be 

employed for the simulation of emergency situations in a realistic training environment. 

2. System state visualization and decision making support: the set of visualization modules 

should show the observed system at a glance. Its purpose is to show any kind of 

important information in a convenient way including the system topology, taxonomy and 

its current state (sensor data, simple and complex alarms). It may be helpful to offer a 

simulator for computing non-trivial consequences of possible operator’s actions. 

Furthermore the system should be able to determine and to suggest reasonable actions in 

case of emergency. 

3. System controlling: an essential requirement for the user interface is the ability of 

efficient and convenient launching of any kind of system control actions (simple actions 

as well as action sequences). 

  

In the following sections we will discuss the particular user areas and specify the general 

requirements for the corresponding user interfaces. 

System modeling and adaptation 

 

Before SOFIA is operational some preparatory steps have to be accomplished. The system has to 

be adapted to the corresponding infrastructure and to its application (e. g. CI surveillance or 

simulation and training). This task area includes: 

 

• Semantic modeling of the CI 

• Scenario development: pre-definition of the chain of simulated external events (if the 

system will serve as a training environment) 

 

The interface requirements for these activities will be discussed in the following sections. 

 

a. Modeling activities 

The basic requirement for the ontology modeler is the ability to create and edit RDF classes, 

relations and instances. The availability of various off-the-shell ontology editors makes the 

development of a dedicated user interface for this purpose for SOFIA unnecessary. The free open 

source ontology editor Protégé [Protégé] offers a possibility of flexible and convenient semantic 

modeling both on class and instance levels (see Figure 1). Furthermore Protégé can be easily 

extended by custom off-the-shell or self developed plug-ins having any desired functionality 

(like ontology visualization or graphical modeling). 
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Figure 1 Protégé instance browser and editor 

 

b. Scenario editor 

If SOFIA should be employed as a training facility the following two steps have to be done to 

prepare a training session: 

 

• Instead of a real infrastructure SOFIA should be connected to a simulator or a simple 

event generator 

• It is necessary to schedule some “external” events to simulate disruptions leading to 

emergency situations that have to be managed by an operator.  

 

The purpose of a scenario editor is to define fixed chains of external events. The usage of a fixed 

event chain in combination with simulated CI responses requires the ability to schedule two 

different event types: 

 

• Explicit events are events that will be fired by the SCADA emulator at the specified time 

(relative to the start of the scenario). These events are not a product of some activity of 

the system, their purpose is to represent some emergency, e.g. a fire in a room can be 

represented by several fire alarms in that room. 

• Reactive events are events that will be sent as a response to some command. This is 

needed because in a training regime system is not connected to the real system, which 

means that we cannot get any response from the devices. Therefore, these responses have 

to be emulated as well. By defining reactive events, one can actually define the behaviour 

of the devices (and consequently the CI), e.g. a device can be defined/modelled as 

malfunctioning by specifying error message as a response to commands aimed at that 

device.  

 

Therefore, the scenario editor has to be composed of two modules: module for defining explicit 

events, and a module for specifying reactions to issued commands. In both cases the editor 
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should provide the ability to schedule these events (relative to start of the scenario, and in case of 

reactive events relative to time at which the command was issued) and to modify their 

parameters (if available). 

System state visualization and control 

 

This section provides information about the specific user interface requirements needed for 

monitoring and controlling technical systems at complex objects like airports. Information given 

in this section is based on current SCADA systems and the impressions and derived conclusions 

after testing and using the 3D model of the “Nikola Tesla” Airport. 

 

a. Infrastructure monitoring and control specifics 

Airports are complex infrastructures with thousands signals that are monitored and commands 

that are issued.  

 

In terms of monitoring a GUI needs to enable: 

 

• collecting and visualising information about equipment status and technical processes in 

real time 

• visualising state signals produced by technical equipment, system elements failures and 

parameters out of bounds 

• visualising archived alarms and events that have happened in the system in certain time 

interval (turn on/off the aggregate, breakdown situation, changing the regulation 

parameters, operator actions) 

• personnel query handling in dialog mode 

 

For the visualization of the current state of the complex object, Observer pattern should be used. 

The following figure shows a UML diagram that uses Java’s implementation of Observer pattern 

to visualize a state a fire sector. The model (class FireSector) is observable, while the view (class 

FireSecComposite) is an observer. Whenever a call to one of FireSector’s method changes its 

state, it calls protected method setChanged(). When notifyObservers() is called all registered 

observers are notified by a call to its update(Observable, Object) method. Observers will be 

notified only if the state has changed since the previous update. 
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Figure 2 Fire sector visualization - Observer pattern 

 

In terms of controlling a GUI needs to enable: 

 

• manual setting of sensor readings 

• setting of parameters of technical units and their aggregates; 

• remote control of technical processes 

 

Operators must have a well organized and descriptive GUI in order to respond to emergencies 

effectively. 

 

b. Infrastructure and event monitors 

For a human operator it is impossible to monitor all signals generated in the system, therefore a 

good visualisation, along with event filtration, is very important. 

 

For the visualisation of the airport layout along with evacuation routes and various devices a 3D 

model should be used. Technical systems and parts of technical systems are traditionally 

represented by 2D pictures and schematics. These pictures and schematics can be used to show 

the condition of technical systems on several hierarchical levels (one general picture for the 

whole systems and many pictures for the parts of that system and so on). States and readings of 

all sensors and devices should be shown next to that sensor/device on 2D pictures, schematics 

and in the 3D model. In Figure 3 we have presented an example dialog box that shows the 

current state of device after we click on it. This dialog box could also be used to manually enter 

values and/or issue commands. 
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Figure 3 Dialog box showing details about the device’s state 

 

Every warning or alarm should draw the operator’s attention by highlighting the event 

appropriately. Highlighting of warnings and alarms should include textual notifications that are 

different than the regular (non-emergency related) notifications. Also, if it’s the device that is in 

alarm, it should be highlighted by blinking on 2D schematics and in the 3D model. There should 

be a difference in visualising warnings and alarms, e.g. highlighting could be done in different 

colours. 

 

Airports have many technical systems, and each system is usually divided in several subsystems 

or groups of devices, which is why a hierarchical interface is needed. For example, there could 

be a picture that represents the whole HVAC (Heating, Ventilation and Cooling) system which 

could show if there is a problem in any of the rooms. Additional details about the HVAC system 

in the particular room might be available on another picture. Similarly, there should be an option 

to show/hide certain parts in the 3D model, e.g. show/hide first floor, evacuation routes, fire 

detectors, etc. Figure 4 shows a 3D model before and after the ground floor was hidden. The 

ground floor is hidden in order to get a good view of the basement. Otherwise, one would have to 

position the camera on the basement floor (under the ground floor) which wouldn’t provide a 

good overview of the whole basement. 
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Figure 4 Example of showing/hiding ground floor on a 3D model 
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In case of emergency an operator will be presented with the emergency management, decision 

and recommendation support. For every suggestion that is made to the operator there is a rule or 

procedure that provided the needed support and there are events and conditions that led to firing 

of that rule. The rationale underlying the provided support should be presented to the operator in 

a clear way so that he/she can quickly decide what suggestion to adopt. 

 

SOFIA will deal with both real and simulated data. There should be a distinction in presenting 

these two types of data. The environment will do reasoning based on real, simulated, or a 

combination of real and simulated data. The operator needs to know which kind and exactly what 

data were used for reasoning. 

 

c. Control interface 

In order to effectively respond to the emergency a good and intuitive control interface is needed.  

 

3D models, 2D schematics and graphical representations of various systems and subsystems 

should not be used just for monitoring, but also for controlling. They should contain active 

elements through which an operator could issue commands. For example, one should be able to 

select a certain device, e.g. a door in the 3D model, and then be presented with the available 

commands, e.g. lock/unlock the door. Note: this door belongs to the access control system and 

can be remotely locked or unlocked. 

 

In addition to issuing commands the control interface should enable the operator to enter values 

for signals manually in the same way that commands are issued (through active elements). 

 

d. Recommendations 

Another requirement to enable an effective response to the emergency is to have a proper 

visualization of the recommended actions, and the execution of the actions chosen by the 

operator. Enabling different levels of details is beneficial here as well, since some actions are 

complex, which means that they consist of other actions. Operator should be able to see what a 

complex action is made of, and if needed, exclude some parts (sub-actions) from executing. 

 

The following UML diagram uses a Composite pattern where a class ComplexAction has a role 

of composite. The logic of every action should be contained in the method execute(), the textual 

description should be returned by the getDescription() method, and methods getParent() and 

getSubActions() should return the enclosing and contained actions respectively. 

ComplexAction’s method execute() executes the execute() method of all its sub-actions (if they 

are enabled/checked). In this way, the proposed action can be visualized as tree, where sub-

actions are visualized as branches of the complex action that contains them. Using this tree 

component, a user can then even choose which sub-actions will be executed. In the diagram, 

class ExclusionRecommendation is used to visualize the action (simple or complex). 
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Figure 5 Actions - composite pattern 

 

An example of using a tree component to visualize a complex action can be seen in the following 

picture. In the example we have a complex action “Activate Fire Mitigation” which consists of 

simple actions: “Extract smoke”, “Shut down ventilation”, and “Activate water curtains”. 

 

 
Figure 6 Complex action as a tree - an example 

Conclusion 
 

This document presents an overview of the user interfaces in SOFIA, their types, structure and 

requirements. The requirement definition is based on the consideration of typical tasks of a user 

as well as on the structure of SOFIA. Various types of GUIs for different purposes could be 

distinguished. Some of them are for different reasons less important for the development of 
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SOFIA. For example, monitoring of every device, and hierarchical representation of technical 

systems, is already implemented by SCADA systems, but visualization of the current state as a 

“big picture” taking everything (all events, state of the equipment, etc.) into account is currently 

not supported by SCADAs which makes it a higher priority. Also, SCADA systems have 

visualizations on 2-D schematics, but visualization on a 3-D model is not very common. The 

focus of the project is the development of an appropriate runtime user interfaces. For the other 

task types like modelling the development of a GUI is in most cases unnecessary due to the 

existence of numerous (free or commercial) ready-made off-the-shelf tools. 

 

The next steps are: 

 

• Adoption of the proposed principles in the implementation 

• Implementation of the described GUI components 

• Integration of the GUI components into the SOFIA environment 



Review of technical solution 

Requirement analysis and production of UML models of a 
sophisticated graphical user interface 

 

 

The Institute Mihajlo Pupin (Pupin) has specified requirements for the graphical user interface to be 

used for monitoring and control of complex facilities, as well as training of operators to use such a 

system. The specification is based on the most important tasks when operating a complex object like an 

airport. Existing tools are used where possible. 

 

System modelling and adaptation is taken into account, partially by using an existing tool, Protégé, and 

partially by specifying requirements for the implementation of the component for defining emergency 

scenarios. 

 

Specification of monitoring and control takes into account the use of 2D schematics and a 3D model to 

provide sophisticated visualization and interfacing with the devices. Produced UML models provide a 

clear and concise way to visualize the complex facility and to visualize and execute recommended 

actions. Requirements for visualization of recommendations also take into account justification of the 

proposed actions. 

 

This technical report forms a complete set of requirements for a sophisticated graphical user interface 

for monitoring and controlling complex facilities. The defined requirements also cover the aspect of 

training exercises for inexperienced operators. 
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