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Introduction	
 
Event-driven systems generally deal with production, consumption, detection and reaction to 
events. Complex Event Processing (CEP) [1] aims at injecting intelligence into event-driven 
systems by deriving higher-level knowledge from lower-level data. Its main task is to filter, 
match and combine information from raw sensory input streams containing “simple” events 
(e.g., signals from smoke and temperature sensors) into so-called complex events, that is, 
events or situations that cannot be detected from only a single simple event (e.g., fire 
emergency is a combination of close-by sensors exceeding thresholds).  
 
CEP has its roots in many independent fields, primarily Active Databases research [2], in 
Event Stream Processing [3] and in distributed systems [4]. An active database is a database 
with the event monitoring scheme for detecting changes, and automatically executing the 
actions in response when certain events happen and particular conditions are met. Event 
Stream Processing (ESP) is a technology that focuses on processing streams of related data. 
The difference between CEP and ESP is that streamed data is more homogenous and that 
ESP focuses more on calculation than on pattern matching, aggregation and creation of new 
events. 
 
This document specifies a new CEP / ECA language taking into consideration the basic needs 
for management of complex objects in incident situations, namely: data collection and 
determination of the current incident status, identification and recognition of critical incidents 
on the basis of collected data and initialization of appropriate actions or reactions to the new 
situation. 
 
Management	 complex	 events	 in	 large	 infrastructures	with	 CEP/ECA	
approach	
	
Emergency management in large infrastructures as examined in the SOFIA framework can 
basically be divided into three main tasks:  
 

 to continuously gather data about the state of the infrastructure,  
 to recognize critical and emergency situations out of this data, and  
 to initiate an appropriate reaction.  

 
Supervisory Control and Data Acquisition systems (SCADA) integrates all subsystems of 
automatic control in large infrastructures (e.g. power supply, escalators, elevators, fire 
protection, emergency lighting, etc.) into one unique informational environment and provides 
visualization and archiving of parameters, as well as control of objects of technical systems.  
SCADA systems are suitable for the first of the three tasks mentioned above. The second task 
could be automated by using Complex Event Processing (CEP) engines that will process the 
data delivered by the SCADA system, while the third task can be automated by using rule-
based systems implemented with Event-Condition-Action rules (ECA).  
 
CEP derives valuable higher level knowledge from lower-level events; this knowledge takes 
the form of so called complex events, that is, situations that can only be recognized as 
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combinations of several events. A very simplified example where CEP/ECA can be used is 
given as follows.  
 
Example: Using CEP/ECA for Fire Detection 
Emergency plans, procedures and guidelines often define workflows which should be 
followed in certain situations. The workflows are typically described in natural language 
(possibly accompanied by a formal definition) and are usually visualized by some workflow 
diagram. Particularly due to their visualizations, workflows are easy to understand for 
humans and can be defined with ECA rules.  
 
Herein, we will discuss the possible reactions to a fire event. The first phase between 
receiving the initial alarm and starting the full-scale reaction involves a number of actions 
which are comparatively simple. Things start when a (potential) fire is detected, e.g. by a 
smoke sensor or by somebody pressing an emergency button, and when the corresponding 
message/event enters the system. 
 
At night, when nobody is present close to the scene and when false-alarms are unlikely, the 
fire detection event directly triggers a full-scale-alarm meaning that the Safety and Security 
Operations Center and the fire brigade are informed and fire suppression is (partially) 
activated. 
 
During the day, when local staff is available and false-alarms happen more or less frequently, 
a full-scale-alarm is not triggered directly in order to limit the impact of false-alarms and 
small incidents to the operation of the airport. Instead a verification/reconnaissance and 
immediate response phase is initiated first. 
 
This means that the responsible area warden is notified either by some acoustic and/or visual 
signal in a local control room or by a message to some mobile device. If the warden confirms 
the reception of the notification he/she is sent to the scene for assessing the fire 
(none/small/big) and for extinguishing the fire immediately if possible. If the warden does not 
confirm the notification within a few seconds (e.g. 20 s) or is not able to extinguish the fire 
quickly (e.g. 5 min) then full-scale-alarm is raised. The complete procedure is illustrated in 
Fig. 1. 
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Figure 1. First reaction after fire detection. 
	
CEP/ECA	language	specification	
 
Basic elements of the Multiparadigm CEP/ECA Language that will be used in the SOFIA 
framework for managing complex infrastructures are as follows: 
 

 Events - an event is a message indicating that something of interest happens or is 
contemplated as happening (or not happening). Every events is associated with a time 
point or time interval which indicates when it actually occurred. Two type of events 
will be considered: simple and complex; 

 Temporal relationships - specify temporal dependencies between occurrence times of 
events; 

 States – used to represent the current state of the infrastructure; 
 Stateful Objects - generic concept which is used to model physical or abstract objects 

which are changing their state over time, as for example, an escalators can be running 
upwards, downwards or being stopped; 

 Actions - enable reactive behaviour which is highly desirable for modern emergency 
management. Based on the occurrence of events and the conditions of stateful objects, 
actions can be triggered to control the equipment of the infrastructure, change 
properties of stateful objects, and to cause state changes. Similar to events, there are 
two types of actions: atomic and complex actions; 

 Variables – for describing different kind of information, e.g. geometry of the 
building; 
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 Alternatives (Conditional actions) – language construct (IF-THEN-ELSE) to specify 
different options/alternatives;  

 Turning Rules On and Off -  language construct (ON-DO-END), specification 
restricting when to react and choosing the right reaction;  

 Action Composition - An action can be composed of several (basic) actions. This 
allows splitting complicated actions into several simple actions. Furthermore, an 
action can be easily reused among different rules. 

 
Specifying	rules	using	SQL	like	syntax		
	
Using SQL like syntax, we can specify ECA rules using one of the following forms meaning  
 
“Whenever the query matches the specified events and stateful objects, the execution of the 
action is triggered.” 
 

ON  
<query>  

DO  
<action>  

END 
 

“Whenever the query matches the specified events and stateful objects, trigger the following 
event.” 

 
DETECT 

<event> 
ON 

<query>  
END  

 
First reaction after fire detection depicted in Fig. 1 can be expressed as follows: 
 
# Fire detection on SCADA event (automatic) 

DETECT 
 event: FireDetection(var ID, var Area) 
ON 
 event: scada_event(var ID, _...) 
 state: fire-event(var ID) 
 state: identify_location(var ID, var Area) 
END  

 

When the fire is detected in some area, the state of that area should be changed to ALERT_1, 
except in the case of night time when it should be changed to ALERT_2. 
 

# Area state change on automatic fire detection 
ON 
 event: FireDetection(var ID, var Area,_...) 
UPDATE 
 state:area-state(Category=FIRE,var Area, normal->ALERT_1) 
END 

 

# Area state change depending on day/night time 
ON 

event: FireDetection(var IDy, var Area,_...) 
IF  
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IsDay ==FALSE 
THEN UPDATE 

state: area-state(var Category==FIRE, varArea, normal-
>ALARM 2) 

END 
END 

 
# Example – automatic fire confirmation 

DETECT 
 event: AlarmConfirmation(Category=FIRE, var Area) 
ON 
 event e1: FireDetection(var ID1, var Area) 
 event e2: FireDetection(var ID2, var Area) 
 where (var ID1 != var ID2, {e1,e2} within t-critical) 
END 

 

Complex	action	specification	
 
The specifications of reactions in emergency management can become extremely complex. 
One main goal of SOFIA is the integrated treatment of all subsystems of an infrastructure. 
Therefore some ECA rules work on a highly integrative and thus more abstract level. The 
actions specified in these rules affect more than one subsystem and involves a number of 
actions in each of the affected subsystems. 
 
# Example: 
On area state change to ALERT_3, Incident category =FIRE, direct all elevators towards safe 
evacuation level and block their position,  L1 and L2 will not be blocked because they are 
aimed for handicapped person and are fire resistant for 120 min, see “ANT Technical 
documentation” (confidential), page 16, 36.  
 
ON 

state: area-state(var Category, var Area, var Sector, 
State==ALERT_3) 

event e1: safe_evacuation_routes_found (var Area,var NoPeople, 
var Route) 
DO 

action: move_to_safe_level(L1)  
 action: move_to_safe_level (L2)  
action: move_to_safe_level _and_block_position(L3) 
….. 
action: move_to_safe_level _and_block_position ( L9) 
action: move_to_safe_level_ and_block_position ( L10) 

END 
 
# Example 

On area state change to ALERT_2 start the fire mitigation and suggest camera view of the 
jeopardized area 
ON 

event:  state-change(Category=FIRE , var Area, normal -> 
ALERT_2) 
THEN DO 

action: fire_mitigation(var Area) 
action: suggest_camera_view (var Area) 
Calculate_no_fire_extinguishers(var Area) 

END 
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# Example 

Activities which should be carried out within fire mitigation 
ON 

event: fire_mitigation(var Area) 
THEN DO 

action: ventilation_shutdown(var Area) 
action: smoke_extraction_activation(var Area) 
action: activate_inergen(var Area) 

END 
 

Reasoning	on	Events	and	Stateful	Objects	and	Adaptive	Reactions			
 
Based on a set of currently valid stateful objects and the incoming events, the CEP/ECA 
language should support reasoning as well.  
 
ON 

event:AlarmConfirmation(var ID, var Area, var Category) 
IF  

Category == BOMB 
THEN DO 

event:  bombDetection (var ID, var Area) 
ELSE IF 

Category == HAZARD 
THEN DO 

event:  hazardMaterialDetection (var ID, var Area) 
END 

END 

Conclusion	
 
The advantages of the proposed CEP/ECA approach can be summarized as follows: 

 ECA rules are easy to write and understand for humans as they reflect human 
thinking. This is particularly true in event driven applications like emergency 
management because events are naturally represented by an explicit event 
specification. Requirements are frequently specified in the form of rules expressed in 
either a natural or formal language, for example legislative rules, or (emergency) 
reaction plans. Ideally, a one-to-one mapping between rules used for requirements 
specifications and (executable) ECA-rules used for workflow enactment can be 
achieved.  

 ECA rule based specifications have a flexible and modular nature. Therefore they 
easy to adapt, alter, and maintain. Safety and security requirements and regulations 
for large infrastructures are usually quite stable, i.e. changes do not happen frequently. 
Furthermore rules for emergency management will probably have to pass extensive 
tests and reviews before they are approved for practical usage. Therefore the rule-sets 
currently used in an emergency management system will not change very often. 
However during development, testing and refinement the flexibility, adaptivity and 
maintainability of rule-based specifications are invaluable. Furthermore these 
properties of rule-based specifications allow an easy transfer of a proven, reliable 
rule-set from one infrastructure to another similar one.  
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 Reactive rules, especially ECA rules, easily integrate with other kinds of rules such as 
deductive rules (rules expressing views over data or rules used for reasoning with 
data) and normative rules (rules expressing conditions that data must fulfill; also 
called integrity constraints). Methods for automatic verification, validation and 
transformation of rule sets have been well- studied and applied successfully in the 
past.  

 ECA rules can be managed in a single rule base as well as in several rule bases 
possibly distributed over a network, because of the explicit specification of events 
which allows also for massage based communication.  

 ECA rules allow an easy handling of errors and exceptional situations that can 
conveniently be expressed as (special) events 
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Review of technical solution 
DEVELOPMENT OF THE NEW, MULTIPARADIGM  

CEP / ECA LANGUAGE FOR MANAGING COMPLEX 
FACILITIES 

 
This technical document introduces the first version of the new multiparadigm CEP / ECA language that 
will be used in the SOFIA framework for automating reactions to different kind of detected events and 
situations in large infrastructure. The language design is presented in terms of basic logic primitives 
(Events, Actions, Variables, Stateful objects) and the basic capabilities of the language (Specifying 
temporal relationships, Turning rules on and off, Specifying alternatives, Event composition, Action 
composition). There are several examples for detection and explanation of complex events and situations 
at emergency situations at the Airport “Nikola Tesla” in the document. 
 
The language will support classical structuring features like modules, blocks / groups of rules, local 
definitions and names for complex events and actions. Furthermore the language has a specific feature 
called “contexts” which also have a structuring effect but significantly go beyond simple structuring. 
Contexts are an abstraction of states. A context contains a set of states and formalizes the common 
properties of all these states. Contexts can be seen as macro state of the observed infrastructure.  
 
Specifying states in some kind of workflow diagram accessible to the evaluation engine, as is presented 
in this technical specification, has several advantages, e.g., it is much more efficient to evaluate only 
those rules which really have a chance to match in the current state of the system than always evaluating 
all rules.  The combination of CEP and ECA rules with the current SCADA system used for data 
acquisition at the Airport “Nikola Tesla” can be regarded as a new generation of (generic) SCADA 
systems. 
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