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Introduction 
 
This document will describe the simulation and training environment for the training of 
airport personnel. The goal is to put trainees in a realistic situation in order for them to gain 
experience in emergency management and to test their knowledge of the system and their 
decision making skills. This means simulation of realistic scenarios, including simulation of 
the technical systems and the SCADA software, as well as accounting for the behaviour of 
supporting personnel in charge of alarm confirmation, situation estimation, etc. 
 
The environment aims to prepare operators for emergency situations by involving experts. 
Experts serve as trainers, and their job is to prepare realistic scenarios, as well as to be 
involved during the execution of the scenario. This is enabled by the software instance for the 
trainer, where he/she can monitor the situation and trainee’s reactions, and influence the 
training session by creating additional problems and sending supporting personnel reports.  
 
First, architecture will be described, which will be followed by the description of the system, 
including system’s functionalities and particularities of individual components. The report 
ends with a summary and conclusions about the described system. 

Architecture 
 
The simulation and training environment is based on a three-tier architecture, where the 
lowest tier contains the information sources and data used in the SOFIA system, the middle 
tier (Processing Layer - PL) represents a business logic tier responsible for the processing of 
information in emergency management of critical infrastructures, i.e. for providing the 
automated responses and recommendation and decision support based on simulations of 
relevant physical processes, while the highest tier (SOFIA Presentation Layer) is the 
presentation tier, which offers a sophisticated GUI for the simulation of normal, exceptional 
and emergency situations in critical infrastructures and for the training of CI personnel. 
 
Components at the lowest tier are: SCADA Emulator, CI models, ontologies, scenarios, logs, 
and the Document Management System. 
 
In the middle tier we have the CEP/ECA engine, SOFIA Knowledge Layer (SKL) and 
SOFIA Application Layer (SAL). SOFIA Knowledge Layer provides access to information 
stored in ontologies which is used by the CEP/ECA engine for evaluating rules that produce 
events/actions that trigger automatic responses, recommendations and decision support, and 
starting of an algorithm that calculates optimal evacuation paths. 
 
Finally, the top tier contains GUI components, namely Scenario Editor, tools for modeling 
the ontologies, Training Session Player, 2D and 3D visualization, Overview of the situation, 
Action Control Panel, and Recommendation and Decision Support. 
 
The logic is expressed in CEP/ECA rules, which are executed by the CEP/ECA engine. The 
logic, i.e. a set of CEP/ECA rules, was derived from textbooks, various emergency 
procedures for airports, state laws related to emergency management in critical infrastructure, 
etc. Some of the logic requires the use of simulators in order to predict the future state of the 
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CI, in which case the simulation results were injected into the CEP/ECA engine as an event. 
Full architecture can be seen in Figure 1. 
 

 
Figure 1 SOFIA architecture 

Software description 
 
The goal of this application is to provide interactive environment for the trainer and the 
trainee. Trainer is responsible for controlling the execution of the scenario (start, stop, pause), 
and reacting to trainee’s decisions, while the trainee has to choose the right response for the 
situation at hand. This is achieved by having two instances of the application running, one for 
the trainer, and one for the trainee, which both communicate with the CEP/ECA engine 
(indirectly via communication layer), thereby interacting with each other. These two 
instances differ slightly with respect to available components, and their behaviour. The 
trainee has at his/her disposal all components related to providing insight into the state of the 
CI, i.e. current situation, components for controlling the CI, and RDSS (Recommendation 
and Decision Support System) which will give recommendations according  to the processing 
of the CEP/ECA engine. The trainer has access to all components that are available to the 
trainee, and additionally to components needed to create and execute scenarios (Scenario 
Editor and Training Session Player). The only component that works differently in the two 
instances is RDSS. In trainer mode, the does not provide recommendations on how to deal 
with the current situation since that is trainee’s job, but instead it gives the trainer options 
how to respond to trainee’s decisions (reward the good decision and punish the bad ones). 
 
To summarize, both trainer and trainee can use the application for: 
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• Monitoring the current state of the CI (main window, overview of the situation): the 
state of every affected fire sector and area can be monitored 

• Receiving recommendations (main window, recommendation and decision support): 
all recommendations given by the CEP/ECA engine are shown in this component 

• Monitoring the state of various devices (2D and 3D visualization): certain types of 
devices like fire detectors are visualized in the 2D and 3D view and their state is 
visualized by changing colours or showing warning icons. 

• Creating action sequences (Action Control Panel, tab Create): sequences of actions 
can be defined so that they can be easily executed at any time in the future 

• Executing action sequences (Action Control Panel, tab Execute): pre-defined action 
sequences can be executed at any time   

• Tracking action execution (Action Control Panel, tab Track): the state of every action 
can be monitored 

• Browsing through emergency related documentation (Document Management System) 
 

Additionally, the trainer can: 
• Create scenarios (Scenario Editor) 
• Control the execution of the scenario (Training Session Player) 

 
All these functionalities and pointers on how to use them will be given in the following 
descriptions of GUI components of the environment, while the demo of the system in action 
can be seen at http://www.sofia.rs/demo/simulation-and-training-environment.mp4. The 
following components will be described: Scenario Editor, Training Session Player, 2D 
visualization, 3D visualization, Action Control Panel, Document Management System 
Viewer, Situation Overview and Recommendation and Decision Support. 

Main window 
 
The Main Window that is shown in the Figure 2 consists of 3 parts. The upper part contains 
two clocks showing current time and time elapsed since the first alarm, and buttons that open 
other GUI components, such as 2D visualization. Lower left part gives an overview of the 
situation which shows information about affected fire sectors. For each affected sector, there 
is an expandable view. When expanded, these views show: 

• sector’s alert level and fire size,  
• alert level and fire size of its affected areas,  
• general information about adjacent sectors,  
• time of the first alarm.  

 
When folded they show sector’s alert level, fire size, and time of the first alarm. This part 
basically visualizes CEP/ECA engine’s outputs (e.g. fire size and sector state).  
 
Recommendation and Decision Support is located in the lower right part of the Main 
Window. It shows important notifications and recommendations for the user/operator that are 
given according to the CEP/ECA rules which reflect regular emergency manuals and safety 
procedures at airports. These consist of a title, description of what happened and what is 
suggested (in case of recommendations), one or more recommended actions, and three 
buttons: 

• OK - execute the selected action 
• Cancel - do nothing regardless of what was selected 

http://www.sofia.rs/demo/simulation-and-training-environment.mp4


 
 

5 
 
 

• Justify - point to the page in the DMS that explains the rule that led to this set of 
recommendations 

 

 
Figure 2 Main Window 
 
If the title starts with “INFO – “, it is a notification. This means that something important 
happened, e.g. automatic reaction has been initiated, and the operator has to be aware of that. 
In case of automatic reactions, the operator is given an option to cancel the (re)action, but 
since this is not generally recommended, the option is by default unchecked. If the title starts 
with “RECOMM – “, it is a recommendation. The rest of the title provides a short description 
of the situation that caused the recommendation, below is the full description of the situation 
at hand, which is followed by the recommended actions. In case of multiple choices, the best 
reaction (according to the rules) will be selected by default. Finally, if the title starts with 
“WARDEN – “, or “COORD – “, the trainer is expected to act as a warden or emergency 
coordinator respectively. The list of possible responses is shown below the description. 

Scenario Editor (Trainer only) 
 
Scenario Editor is the component that is used to create scenarios. It has three sub-
components: SCADA Event Pattern, Scenario, and SCADA Command/Response pattern. The 
first component is used to create event patterns. These patterns consist of events that are 
supposed to happen in a scenario, and the time at which they should happen. The time is 
relative to the start of the event pattern, and events are defined by providing the ID of the 
particular signal in the system and its intended value. The user can also input a comment for 
every event in the event pattern. The second component is used to define scenarios. Scenarios 



 
 

6 
 
 

are created by combining one or more event patterns, where every pattern is associated with 
the time at which it is supposed to “start happening” (relative to the start of the scenario). 
Lastly, the third component is used to define command/response patterns, i.e. instructions to 
the prototype how to respond to each command that is given, whether it was given 
automatically by the system, or manually by the operator. 

Training Session Player (Trainer only) 
 
Training Session Player is used to execute scenarios. First, a user needs to select one scenario 
and one command/response pattern (they are created by using Scenario Editor), and then the 
scenario can be run, paused or stopped. While the scenario is running the applications fires 
events (sends them to the ESB) as they are defined in the scenario. These events are then 
processed by the CEP/ECA engine which will result in various conclusions about system 
state and recommendations for the trainee. 

2D Visualization (Trainer and Trainee) 
 
This component shows a 2D plan of the Nikola Tesla airport building, and is opened by 
clicking the 2D button in the main window. It visualizes the state of fire detectors, automatic 
doors, elevators, and baggage handling lines as can be seen in the Figure 3. When the 
evacuation is started it also shows the safety of areas and optimal escape paths. 
 

 
Figure 3 2D Visualization 

3D Visualization (Trainer and Trainee) 
 
This component shows the 3D model of the Nikola Tesla airport. It is opened by clicking the 
3D button in the main window. The user can position the camera at any position and in any 
direction. It is also possible to hide certain parts of the model, concretely roof, first floor, and 
the ground floor of the airport building (see Figure 4) so that a user can have a look at any 
level of the airport building from bird’s eye perspective. 
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Figure 4 3D Visualization 

Action Control Panel (Trainer and Trainee) 
 
Action Control Panel (see Figure 5) is opened by clicking the Action Control Panel button in 
the main window. It has three sub-components placed in three tabs: 

• Create – create action sequence 
• Execute – execute action sequence 
• Track – track execution of actions 

 
Create tab is used to create action sequences. Action sequences are sets of actions that are 
executed together. Each action is associated with a time delay relative to the initiation time of 
the sequence. Execute tab is used to execute previously defined action sequences, while the 
track tab is used to monitor the status of (currently executing) actions. Status of actions is 
shown in a table in which every action is placed in a single row where a user can see the 
name of the action, its description, the time at which it was initiated and its status. 
Additionally, every row contains buttons Explain and Remove which explain the action in 
more detail and remove the action from the list respectively. 
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Figure 5 Action Control Panel 

Document Management System (Trainer and Trainee) 
 
Document Management System Viewer is opened by clicking the DMS button in the main 
window of the prototype. Here, a user can browse through all available documentation 
regarding emergency management procedures, and through the rules implemented at the 
Nikola Tesla airport. 

Conclusions 
 
The report describes the implemented solution for simulation and training. It provides 
insights into the architecture and functionalities followed by the description of individual 
components. State of the CI can easily be monitored by using the component that shows the 
overview of the situation where a user can see: 

• sector’s alert level and fire size,  
• alert level and fire size of its affected areas,  
• general information about adjacent sectors,  
• time of the first alarm.  

Furthermore, state of various devices such as fire detectors can be monitored on 2D and 3D 
Visualization. CEP/ECA engine’s outputs are used to automatically react, or to suggest 
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appropriate commands to the operator in which case they are visualized by the 
Recommendation and decision support component. Additionally, the operator/trainee can use 
the Action Control Panel to manually execute any available command, create groups of 
actions and track all actions in the system.  
 
The trainer prepares scenarios by using the Scenario Editor. This component is used to define 
two aspects of the scenario: which events will happen (simulated emergency), and how the 
system will react to different commands in the system (used primarily to introduce additional 
problems such as malfunctioning devices). Prepared scenarios can then be executed by the 
trainer using the Training Session Player. In a training session the trainer is able to 
interactively influence the execution of the scenario by creating new events, or impersonating 
airport personnel (by sending reports) which makes training more realistic and interesting and 
prepares the trainee for a wide range of stress situations when all needed actions cannot be 
taken care of automatically. 
 
The simulation and training environment for the training of airport personnel is available at 
http://www.sofia.rs/demo/simulation-and-training-environment.mp4. 

http://www.sofia.rs/demo/simulation-and-training-environment.mp4


Review of the technical solution 

SIMULATION AND TRAINING 
ENVIRONMENT FOR TRAINING OF 

AIRPORT STAFF 
 
 
 
This technical report describes a simulation and training environment for 
training of airport staff. System’s architecture is robust and accounts for all 
functionalities one such system might require. The environment supports 
regular and enhanced training of the airport key staff in order to prepare 
them to adequately respond to emergency situations. In addition to being 
able to create training sessions, experienced experts can also influence the 
session and interact with the trainee by creating problems and 
impersonating supporting airport staff which ensures that the training is 
truly realistic and that it encompasses all aspects of emergency situations.  
 
Graphical user interface covers every operator’s need, including detailed 
monitoring of devices, clear presentation of the overall state of the 
infrastructure, execution of commands as well as recommendations and 
decision support. It also supports the trainer in all activities, enabling him to 
easily create scenarios, monitor trainee’s decisions and influence the 
scenario during execution. 
 
Having an advanced user interface, basing on rules derived from emergency 
manuals, and directly including experienced experts in the process, the 
described system represents a complete training environment.  
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