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Introduction 
 

In this technical report we present a SOFIA new method for emergency management (EM) in 
complex infrastructures (like airports). Proposed method is based, among other, on the following 
paradigms: ECA (Event Condition Action), CEP (Complex Event Processing) Semantic Web 
technologies (Ontology Modeling and Reasoning), Open, Big and Semantic Data (with concepts 
like Stream Processing, Mining, and Big Data Analytics).  

Components of the proposed method include the following tools and approaches: an innovative 
modul for Decision and Recommendation Support System for Emergency Management, a modul 
enabling the colloaboration among EM actors (first responders, army, firefighters, airport and 
complex infrastructure EM personel), innovative and adaptive visualitation interfaces (2D-3D 
modelling of complex infrastructure. 
Critical overview and analysis of the cutting-edge technologies and recent recsearch and 
development projects (e.g. EU FP7) provides a crucial proof of the originality of the novel 
proposed SOFIA method. Contrary to exposed technologies, proposed SOFIA method offers a 
holistic and hybrid approach in emergency management, by combining various and 
complementary technologies that when used individually could not answer to entire set of 
requirements.  
Furthermore, this technical solution offers an overview of the functionalities that a proposed 
hybrid method should have, like for example, Risk and Situation Assessment, Simulation and 
Training modules, and Decision and Recommendation Support.  

Finally, we have defined a core and extended set of minimal and sufficient functional 
requirements necessary for correct and efficient operation of emergency management system in 
complex infrastructures.  

Technical challenges in Emergency Management 
 
Emergency management (EM) is the process of managing situations that expose people and 
infrastructure to damage and that are difficult to handle due to their complexity, size, number of 
stakeholders and emergency evolution unpredictability. In order to improve safety and security of 
critical infrastructures, like airports, railway/metro systems, power grids and telecommunication 
systems, oil and gas pipelines, a new generation of intelligent Emergency Management Systems 
(EMS) operating on top of existing Supervisory Control and Data Acquisition (SCADA) systems 
is needed. The aim of such EMSs is to provide holistic management of underlying technical 
subsystem, usually controlled by independent SCADA systems, correlation and aggregation of 
simple events coming from different SCADAs into meaningful complex events, facilitating real-
time assessment of the safety and security conditions, automated reaction wherever possible and 
provision of timely and objective decision support to emergency personnel where automated 
action is not feasible or trustworthy. 
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Emergency management, disaster management and crisis management are often used 
interchangeably to refer to the management of exceptional situations. Emergency management 
generally has four aspects: preparedness, response, mitigation and recovery. The whole process is 
supported by different active and passive stakeholders and relies on a variety of ICT systems with 
focus on different points, such as integration or sensors, data gathering, data fusion and 
interpretation, communication, collaboration, visualization and decision support. In a case of 
exceptional and emergency situations, it is of utmost significance that all the subsystems are 
treated in a holistic, integrated and intelligent way; since a majority of them will be affected and 
should be controlled simultaneously in a coherent, synchronous and coordinated way. Taking into 
account that existing SCADA systems provide many important functionalities for managing 
critical infrastructures, in order to achieve efficient emergency management, it is necessary to add 
an integrative, intelligent layer on top of the SCADA, that ensure holistic control of all 
subsystems at the SCADA layer, as well as recommendation and decision support to the operators 
(emergency managers, first responders) as is shown in Figure 1. 

 
Figure 1 Conceptual scheme of proposed Emergency Management Method 

From research perspective the emergency management problem creates challenges in the 
following areas: 

• big data management, stream processing, election of relevant events, generation of 
complex events; 

• integration and automation of technical systems; 
• integration and automation of business processes and creation of collaborative working 

environments; 
• simulation and prediction of catastrophic events; 
• user interface design for training and critical mission applications; 

The proposed method seeks to fuse open data [25] and open services with critical infrastructures 
in order to improve situation awareness and emergency response capabilities (see Fig. 2).  The 
proposed method aims at combining NLP technologies [26] and existing real-time and predictive 
data analytics tools with newer Linked Data techniques [27] for better big data analysis and 
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prediction in a wide range of critical situations including natural and human-induced emergencies. 
The method will leverage latest Linked Data technologies for better situation awareness and 
visualization of events in emergency situations.  

 

Figure 2 Overview of methods, technologies and approaches necessary for emergency management 

Survey of EMS functionalities  

Herein, we will summarize our findings about technological trends and approaches used in EC 
funded projects in the following EM related fields: situational awareness (SA), risk analysis / 
decision support (DS), collaboration / communication (COM-COL), public involvement / human 
behaviour (HB), simulation / training support (SIM-TR), standardization and certification issues 
SC.  

Situational Awareness: Emergencies are often large scale, distributed events that require 
many prompt decisions which need to be based on often incomplete, inconsistent or even 
contradictory information. Situation Awareness (SA) is commonly recognised as the perception of 
the elements in the environment within a volume of time and space, the comprehension of their 
meaning, and the projection of their status in the near future [1][2]. Common understanding (i.e. 
consensus building) between all stakeholders, especially among the responders, helps to handle 
the emergency more effectively. This common understanding is referred to as “shared situational 
awareness”. Main challenges in gaining SA are [3]:  

• Provision of filtered information to the user to avoid overloading him with information; 
• The generation of knowledge from the collected data and information;  
• The design of a suitable collaborative infrastructure;  
• The generation of a common understanding of the situation. 

SA approaches can be either logic-based or probabilistic-based. Logic-based approaches use 
centralised or distributed rule-based reasoning about context and actions that have to be analysed 
in real time. This can be done by technologies such as stream computing and/or complex event 
processing [4][5]. Probabilistic-based SA systems can integrate artificial intelligence techniques 
(such as probabilistic reasoning techniques, genetic algorithms for multi-dimensional search and 
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optimization, fuzzy set theory, knowledge based rule-generating systems and neural networks) 
into the software agents approach [6]. 

Additionally, knowledge models (ontologies) are used for structuring the domain. Situation 
ontology by Yau, et. al. [7] incorporates situations as well as contexts and classifies situations into 
atomic and composite ones. The core SAW ontology [8] represents a situation as a collection of 
situation objects, including objects, relations and other situations. It introduces the concept of 
spatio-temporal primitive relations between observed real-world objects and serves as an 
extension point for domain ontologies.   

Risk analysis and Decision support: Risk assessment aims at calculating the risk in a 
concrete emergency situation based on identification and valuation of assets under threat (business 
services, infrastructural configuration, communication channels, procedural and behavioural 
aspects related to disaster and crowd management). Parameters for evaluating risk are e.g. place, 
severity and nature of the emergency, and number of people, and relevancy of technical 
equipment in the affected area [9]. Probabilistic or quantitative risk analysis (QRA) includes an 
analysis of all relevant accident scenarios with respect to consequences and likelihood (expected 
frequency), and results in calculated values of individual risk and societal risk, which can be 
compared with acceptance criteria [10]. Qualitative risk analysis is consequence based and 
concentrates on a small set of scenarios with the largest consequences. Risk analysis is very 
important in time-critical situations because it could influence decisions such as whether or not to 
raise alarm or call the city fire brigade. Decision support system thus should provide an overview 
of the situation, situation assessment and best recommendations for resolving the emerging 
situation (more info about the SOFIA tool in [11]).   

Collaboration and communication: Crucial to the success of emergency management is the 
communication between stakeholders, i.e. communication on scene, from on-scene to off-scene 
and vice versa. However, often first responders (coming from different organizations such as 
emergency medical services, fire fighting services, police and local/regional/state authorities) 
have different communication and coordination systems and organizational structures, providing 
obstacles in collaboration. Therefore, topics that are addressed in EM research include also system 
interoperability (more info about the SOFIA approach in [22]), semantic interoperability, system 
integration, provision of a reliable communication infrastructure and conflicts in autonomous 
coordination [12, 13, 14]. For example, EU project IDIRA (Interoperability of data and 
procedures in large-scale multinational disaster response actions) is focused on interoperable 
communication, information and response in order to create a command and control structure by 
unifying existing ideas and technologies for the purpose of crisis management 
(http://www.idira.eu); EU project ESS provides an independent communication infrastructure, and 
a portal (DFMS, data fusion mediation system) for information processing and fusion which is 
ubiquitously accessible by the stakeholders (http://www.ess-project.eu). 

Public involvement and human behaviour: Emergency events involve humans and their 
reactions and decisions which have extensive consequences on the development of the emergency 
situation. By analyzing and simulating human behavior, intelligent emergency management 
systems can help to predict the evolvement of a situation and thus can help to avoid more 
dangerous situations or to better manage these situations. Crowd management, for example, is a 
field in which prediction can be of high importance. Thereby, the behavior of crowds in panic 
situations is an important issue in emergency research [15]. Recent trends in this domain are 
sentiment and social media analysis for increased situational awareness and classification of 
incidents [16]. 

http://www.idira.eu/
http://www.ess-project.eu/
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Simulation and Training: As emergency procedures and standards are usually defined in 
advance, they are an interesting application case for the complex event processing / event-
condition-action (CEP/ECA) paradigm. Using the CEP/ECA paradigm (the SOFIA approach [4]) 
and combining events, states and emergency management procedures, a wide range of training 
scenarios can be defined (more info about the SOFIA tool in [20]). So far, the scenario based 
training has been used to provide the enhanced response/preparedness capabilities in large-scale 
emergency management [17] in several projects financed by the European commission in the 
Seventh Framework Program (FP7). Project INDIGO (Innovative Training & Decision Support 
for Emergency Operations) [18], aims to improve situational awareness and to develop common 
understanding of the situation by the stakeholders in critical situation. Among other features, it 
provides simulation of different scenarios, simultaneous training of involved crisis management 
stakeholders and simultaneous involvement of multiple participants. Another FP7 project 
BRIDGE (“Bridging resources and agencies in large-scale emergency management”) [19] deals 
with contributing to an effective and efficient response to natural catastrophes, technological 
disasters and large-scale terrorist attacks. One of the approaches used to realize this goal is model-
based automated support system combined with scenario-based training. Unlike predominant, 
rather inflexible training practice, based on static pre-planning of emergency scenarios with 
assumptions being made about the future events, the SOFIA approach uses dynamic workflows 
[20], enhanced by the simulators of the evolving operational conditions and corresponding on-the-
fly responses. The dynamic workflow can incorporate different event types (fire events, hazard 
events, technical malfunctions) and locations of their occurrences and by using the simulation 
tools we can determine evolution of the scenario and suggest adequate reactions. Also, there is a 
possibility to introduce complications into ongoing scenarios in order to assess student’s decision-
making skills in different time-critical situations. 

Project Name ended SA DS COM-COL HB SIM-TR SC Use case 

SAVE ME* 2012 X X X X XX  transport - tunnel 

EMILI* 2012 X X -X - XX  
transport - metro, power grid, 
airport 

INDIGO* 2013 X X XX - XX   
IDIRA* 2015 X X XX - X   
COPE* 2011 X X XX - X   
BRIDGE* 2015 X X XX - XX  transport - tunnel 

ESS* 2012 X X XX - X   
WORKPAD† 2009 X X XX - X   
MOSAIC* 2014 X X - X X   

VANAHEIM* 2013 X X - X X  
urban transport environments 
(metro and railway stations) 

HERMES‡ 2011 X X - X X   
PROMETHEUS* 2010 X X - X    
CRISIS*  X X - - XX  transport, airport 

PANDORA* 2012 - - - X XX   

http://www.save-me.eu/
http://www.emili-project.eu/
http://indigo.diginext.fr/EN/index.html
http://www.idira.eu/
http://cope.vtt.fi/
http://www.bridgeproject.eu/
http://www.ess-project.eu/
http://www.dis.uniroma1.it/~workpad/index.html
http://mosaic-fp7.eu/
http://www.vanaheim-project.eu/
http://www.fz-juelich.de/ias/jsc/EN/Research/ModellingSimulation/CivilSecurityTraffic/Projects/Hermes/_node.html
https://www.informationsystems.foi.se/~prometheus-fp7
http://idc.mdx.ac.uk/projects/crisis/
http://www.pandoraproject.eu/
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SECRICOM* 2012 - - XX     
TASS* May, 2014 X       
COPRA*       X airport 

SOFIA 2015 X X XX  XX  airport  

http://www.secricom.eu/
http://www.tass-project.eu/
http://www.copra-project.eu/
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Functional specification of SOFIA EMS  
 
Based on the previously analysed and presented Technical challenges in Emergency Management 
and the identified of EMS functionalities the following core and extended set of functional 
specification have been extracted. These minimal functional specifications are required for 
correct, efficient and reliable functioning and operation of emergency management system in 
complex infrastructures.  

 
A.1 Core set of requirements 
 

# Requirement SOFIA tools, see references 
FR1 Data and Information Management [21] 
FR1.1-c Consistency of data and information models.  
FR1.2-c Mappings between models.  
FR1.3-c Synchronization of models.  
FR2 System Integration [22] 
FR2.1-c Standardized Web-based communication between 

system components. 
 

FR3 User Interactions [11],[20],[31] 
FR3.1-c Ability to integrate existing GUIs for user interactions.  
FR3.2-c Implementation of a multi-view approach.   
FR4 Collaboration [20] 
FR4.1-c Fine-tuning of all models, event processors, etc.  
FR4.2-c Supporting the collaboration on the modelling and 

processing level. 
 

FR5 Scenario management [20] 
FR5.1-c Simulation of the CI physical behaviour and CI 

automated reaction to some complex events.  
 

FR6 CEP/ECA processing capabilities [4],[24] 
FR6.1 Better identification of fault alarms   
FR8 EM, Recommendation and Decision Support [11],[20],[23], [28],[29] 
FR8.1-c Providing emergency management, recommendation and 

decision support alternatives for stakeholders. 
 

NR6 EM Standards [20] 
NR6.1-c Supporting the implementation of existing EM 

standards. 
 

NR7 IT Standards [22] 
NR7.1-c Complying with the open Web and other IT standards  
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A.2 Extended set of requirements 
 

# Requirement SOFIA tools, see references 
FR1 Data and Information Management [21] 
FR1.4-e Generic models for different types of critical 

infrastructures. 
 

FR1.5-e A catalogue of fault behaviours of CI components.  
FR1.6-e A catalogue of EM scenarios based on a taxonomy of 

possible EM scenarios. 
 

FR1.7-e A catalogue of standard operating EM procedures for 
collaborating stakeholders. 

 

FR2 System Integration [22] 
FR2.2-e Standardized input facilities for different kinds of data 

(geospatial data, weather forecasts, traffic reports / 
alerts). 

 

FR3 User Interactions [11],[20],[31] 
FR3.3-e Powerful visualization and interaction capabilities for 

different aggregation levels and different stakeholders. 
 

FR3.4-e Customizable GUI capabilities for all sorts of potential 
stakeholders.  

 

FR3.5-e Flexible/adoptable visual analytic tools that support 
coordinated multiple views of CI and CI component 
characteristics and facilitate decision-making. 

 

FR3.6-e Tools to support hierarchical modelling by dividing a 
complex system, recursively, into smaller sub-systems. 

 

FR5 Scenarios management [20] 
FR5.2-e Tools for building, modifying, visualizing and archiving 

different simulation scenarios’ definitions. 
 

FR5.3-e Integration of transparent links between scenarios’ 
definitions and EM procedures.  

 

FR5.4-e Integration of the best practice.   
FR5.5-e Simulation of the responses generated by EM operators.  
FR7 Training [20] 
FR7.1-e A catalogue of the EM training programs.   
FR7.2 -e SITE as a tool for evaluation of trainees.  
FR7.3-e Establishment of a catalogue of actions for all 

emergency management phases. 
 

FR7.4-e A tracing framework for exploring simulation outputs.  
FR8 EM, Recommendation and Decision Support [11],[20],[23] 
FR8.2-e Risk assessment, control and evaluation panel.  
FR8.3-e Recommender/trainer sub-system for decision support.   



 
 

10 
 
 

# Requirement SOFIA tools, see references 
FR8.4-e Reasoning in imperfect, incomplete and uncertain 

information environments.  
 

FR9 Analysis  
FR9.1-e Off-line analysis of executed simulation-runs.  
FR9.2-e Evaluation of emergency management plans.  
FR10 Reporting  
FR10.1-e Pre-defined reporting.  
FR10.2-e Custom / Dynamic reporting  
FR10.3-e Exporting reports in different formats.  
FR11 EM Document management [30] 
FR11.1-e A repository of plans, policies and previous cases for 

different CI. 
 

FR12 System Administration  
FR12.1-e SITE system administration.   
NR1 Usability  
NR1.1-e Support generic models and establish corresponding 

library of generic models (easy to instantiate). 
 

NR1.2-e Allow extension/modification of predefined models 
(long and to the certain extent short-term/near real time 
adaptability of the model). 

 

NR1.3-e Flexible/adoptable GUI and visual analytics tools.  
NR2 Interoperability [22] 
NR2.1-e Interoperability with other simulators.  
NR3 Scalability  
NR3.1-e Provide scalability.  
NR4  Portability  
NR4.1-e Support portability.  
NR5 Security  
NR5.1-e Take security issues into consideration.  
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Review of the technical solution 

Specification of functionalities of 
emergency management system 

 
The “Mihajlo Pupin” Institute has proposed as part of the SOFIA framework a 
comprehensive method for emergency management (EM) in complex 
infrastructures such as airports. A number of meaningful and contemporary 
paradigms were specified to leverage the proposed method, starting from 
the complex event processing and event condition action rules, over 
Semantic Web technologies to stream processing and Big Data analytics. 
 
In addition, the “Mihajlo Pupin” Institute outlined all relevant components 
and tools that are required to be included by this EM approach. The following 
are some of the specified: innovative decision and recommendation support 
system, collaboration and communication module, advanced visualization 
and interfacing component etc. 
 
At the same time, SoA of the innovative technologies and EM related 
research projects was given to provide a baseline for specification of such 
holistic and comprehensive emergency management in complex 
infrastructures. Furthermore, overview of the relevant functionalities which 
such method should be comprised of was given including situational 
awareness, risk analysis and decision support, simulation and training etc. 
 
At the end, by defining the core set (core and extended set) of functional 
requirements of such holistic approach, the “Mihajlo Pupin” institute has 
successfully proposed within this SOFIA technical solution a method for 
development of comprehensive EM system in complex infrastructures. 
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