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1 Introduction
In this technical report we describe in details a framework for scenario development which
has the aim to define the final scenarios putting to proof the reliability and scalability of an
emergency management system for response and mitigation phase described in [1]. These
exemplary situations (use-cases scenarios) are classified using the crisis management cycle
and divided in Mitigation and Prevention phase for the transport scenario focused on
railway system (first application area) and together Response and Recovery phases for
first responder scenario and relief support goods scenario (second and third application
areas). An illustration of the cited crisis management cycle is reported in Figure 1.

Framework of an 
Emergency 

Management System

Figure 1: Crisis menagement cycle - positioning of EM system

In the first part of this technical report we describe the exemplary scenarios extracted
from real-world crisis situations. These examples serve to motivate realistic approach
when developing a framework for scenario development. Also, they are intended to high-
light the real-world challenges and obstructions that emergency management systems
should at least endure and resist, where final goal is to overcome them. For each in-
dividual scenario we extract the most essential and descriptive features that will serve
to better design and conceive the test scenarios for testing the emergency management
system. Finally, we develop several frameworks for scenario development (replication,
emergency, and environmental) putting emphasis on specificities of each individual sce-
nario (transport, relief goods transport, and first responder).

2 Exemplary scenarios

2.1 Mitigation and Prevention phase: track, trace and localize
critical transport assets

These sections provide the description of the project application case with reference to
a real and theoretical case analysis related to tracking critical transport assets focused
on railway system. As aforementioned, for this use case scenario, the management of the
crisis refers to the mitigation and prevention phase, where the goal is to decrease the need
for response as opposed to simply increasing response capability. This is in line with goal
of protecting people and structures minimizing the cost of disaster response and recovery.

2.1.1 Reference Case Analysis: Transport accident in Italy (Liguria Region)

Large amount of passengers and freight train transportation between France and Italy
pass through the coastal region of Mediterranean (Ligurian) sea. Several areas of the
coastal region are exposed to erosion that is further aggravated with abundant rain during
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the winter period. In the middle of January 2014, Italian state authorities raised the
highest level of alert issued over storms, flooding and landslides and evacuated of around
200 families from their homes. On January 17, 2014 the passenger train, Intercity 660,
derailed due to a landslide between Andora (Savona) and Cervo (Imperia) on a stretch of
single track with the precipice just underneath. Fortunately the incident resulted only in
light injuries of two drivers, while the other 200 travelers on board were unharmed. With
a slightly different timing (a landslide setting of a bit later), the convoy would have been
probably cut down and thrown into the sea. Repercussions of this event were dramatic:
the links between Italy and France (railway from Genoa to Marseille) were largely blocked
for both passengers and cargo traffic over the large period due to a complexity of the rescue
and restoration. The link was blocked until the end of March. Furthermore, this accident
incurred tens of thousands of euro in losses per day (approximately 30.000 euro a day
in freight service fees alone) leading to a further real risk of losing contracts. Railway
stakeholders were forced to delay or divert trains to longer routes inducing higher volumes
of truck traffic. In some cases railway traffic could not be diverted due to inability of
gas transport on trucks. Moreover, the cost for removing the train from the rails was
estimated in around 2.5 M euros. This case is a clear example in how could have been
used and thus also defines an interesting benchmark to understand how vehicles could be
more efficiently tracked and how emergencies could be managed.

Figure 2: Theoretical Case: example of transport scenario with potential danger zones

2.2 Response and Recovery phases: safety of first responders and
relief support goods flow tracking during crisis

Following sections provide the description of the application case with reference to a real
and theoretical case analysis related to both first responder and relief good management
and safety. We focus on emergency response and recovery phase, where the goal is to
increase response capability and to induce security of both personnel and goods involved
in rescue missions in the imminent crisis aftermath. This is in line with the goal of
protecting people and structures minimizing the cost of disaster response and recovery.

2.2.1 Reference Case Analysis: Pakistan Floods 2010

On 29th July 2010 unusual heavy rainfall cost the worst floods that hit Pakistan since
1929. On 6th Sept 2010 the following figures were reported by UN in connection with the
Pakistan authorities: 1836 dead, 2785 injured, 1.849.474 destroyed houses, 15.847 affected
municipalities, 20.553.176 affected population and loss of 3,6 Mio ha farm land/crops.
The actual figures are probably higher as communication in many areas was disrupted.
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Aid agencies reported increasing security challenges when delivering assistance. Relief
agencies were unable to efficiently estimate, plan and collect necessary relief goods and
to plan the capacities and exact location of shelter camps due to the lack of accurate and
timely information on the number of displaced people and migration movement across the
Pakistan. The logistics cluster appealed to agencies seeking to reach inaccessible areas to
inform the cluster of their requirements in terms of both storage and movement of items.
With roads and railway cut off and communication and power infrastructure destroyed,
the logistic cluster had a challenging task to gather and provide initial situation and
requirements assessment.

During this emergency one of the main problems were: food security, water sanitation
and shelters but also water borne diseases In dynamic emergency situations like Pakistan
2010 floods, information lag can produce discrepancy between assessed situation and
actual situation in the field.

Additional issue encountered during the assessment was the inability to apply a spe-
cialized assessment forms per examined area, compatible to MIRA (Multi-Cluster Initial
Rapid Assessment) approach. Generalized assessment forms are used whenever a special-
ized MIRA ones are unable to be rapidly distributed (communication disruption) due to
the urgent need for initial assessment and reaction. Delivery workers and logistic coor-
dinators and managers had gaps in situation assessment regarding the safety of drop-off
areas and accessibility of roads and paths leading to them.

Figure 3: Theoretical case: Emergency management focusing on the first responders

Due to the fact that more than 3 million of people need food security as well as
vaccinations for more than 5 million of people, there was a request to the international
humanitarian community to support the affected country with special types of relief
goods. Especially the vaccines need a special temperature as well as some special types
of food. Therefore it will be necessary to control the cooling chain from the sending state
to the distribution points on site. For the coordination team on site it is also necessary to
get information in advance for planning the distribution of these goods as well as planning
with WHO the vaccination program.

The distributor should be able to sent information back to the distribution point
about the results but also the need for the following distributions. They also should be
able to get information about size and weight of the goods to be distributed. The main
communication gear will be a smart phone and/or laptop with e.g. BGAN. But it also
would make sense to hand over a small GPS sender to the distributors to know about
their position in the affected country.

Logistics Officer has to collect, analyze and prepare information about needs of the
affected population for decision making as well as prioritize these needs. The second main
task is to gather information about incoming relief goods – organization, Estimated Time
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of Arrival(ETA), size, weight, exact content of containers and the needs in the affected
country for their further distribution.

Figure 4: Theoretical Case: Response and Recovery phase focusing in tracking the flow
of relief support goods

3 Scenarios Identification
The final goal of any emergency management tool lays in conducting the initial exper-
imental design for the scenarios and test beds in a way to provide a reliable base to
identify models, parameters, measurements, and devices with which to develop and as-
sess the performance of emergency management system. Based on the methodological
approach in the identification and construction of scenarios for strategic planning, a sce-
nario is a simulation of controlled situations with the scope to analyze specified features
or reactions of a system. The scenarios serve as workbench for testing the reliability of
the system in different potential working cases. A correct and efficient development of
scenarios should be based on the following three points, not necessarily in the presented
order:

• Unequivocal definition of the reasons why the scenarios are used. Indeed, the final
objectives can be different and it’s worth to avoid any ambiguities.

• Definition of the nature of the site where the scenarios will take place with respect
to the features of the site, such as its extension, ability to change, and the link
among environment conditions and use of the technology;

• Definition of the relevant phenomena whose interactions give rise to the scenarios.
The aim is to identify reasonable events that could affect the future and provoke
system discontinuities, individually and in their interaction. It is necessary to esti-
mate the evolution of events in time and space and their impacts on the scenarios
configuration.

3.1 Objectives and Boundaries assessment

Bearing in mind the main performance requirements (robustness, reliability, integrity,
replication and scalability) that will be evaluated during appropriate tests, it is a di-
rect consequence proceeding to identify the main events that could negatively affect and
invalidate the system in its functionalities.
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3.1.1 Main features of emergency management system

We will focus on the events that could provoke total or partial failure of the fulfillment of
all emergency management system (described in [1]) goals in the three application areas.
These conditions ultimately boil down to:

• Providing a precise tracking and positioning anytime and everywhere;

• Ensuring the absence of any lack in communication;

• Ensuring the absence of any gaps in getting and release information.

Identifying such elements is functional to the clustering of the main direct and indirect
events involved in the missed reaching of such conditions. These negative elements,
clustered for the three main conditions are reported in the following sections:

Precise tracking/positioning

• Signal distortion, multi-path fading, and interference due to partial (e.g. (urban)
canyons) or total obstruction (e.g. tunnels)

• Weak or absent signal coverage in open place due to the low coverage of the satellite
(e.g. GPS low coverage close to the poles) or due to jamming and spoofing

• Power supply breakdown and insufficient power for required working time

• Damage due to physical impacts

No lack of communication

• Physical interruption of signal line or damage due to physical impacts;

• Absence of signal or signal distortion due to interference and/or weak coverage;

• Communication line overloaded;

• No time synchronization;

• Power supply breakdown and insufficient power for required working time

No gaps in gathered information

• Wrong, incomplete, inaccurate, or not useful information update (e.g. not coherent
with the application needs in a specific time frame or in a specific operation);

• Inappropriate recognition of the tracked element;

• Inaccuracy when processing of the signal;

• No management of alternatives due to wrong or inappropriate decision support;

• Mismatch between the type of information provided and the user needs

3.1.2 Boundaries assessment

Each of the technical components [1] has been analyzed in such way to provide an under-
standable insight on which are the main parameters, measurements and devices needed
to properly plan and set testing and demonstration activities. The most suitable param-
eter for validation and testing procedures are defined and compatible with mandatory
requirements from [1].
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3.2 Application areas analysis and scenario frameworks

3.2.1 Key factors

Key factors have been identified for each application areas in order to link them to the
performance requirements of robustness, reliability, integrity, replication and scalability
that will be subjected to evaluation. The key factors are here defined as the elements
without which it could not be possible to achieve the objectives defined for a specific
application area.

Critical transport assets The goal for this application area is to provide a secure
and robust tracking and localization of the assets identified in the transportation field.
In the railway case, key factors are therefore defined as:

• The mobile unit to be tracked (i.e. the train),

• The mean that allows the unit moving (i.e. the railway infrastructure). It represents
the physical link between two remote places along the railway line (e.g. train
stations), but also the environment to which the mobile unit interacts;

• The mean of communication (i.e. the communication unit) that constitutes the
virtual link between two or more remote sites (e.g. coordination centre and head-
quarters) .

Each of these elements represents a building component to achieve the goal of tracking
critical assets for avoiding that their attack and/or damage cause a catastrophic fail-
ure (e.g. unexpected train malfunctioning, obstructions of the railway line or sudden
interruption of communication).

Relief support goods The related SPARTACUS objective is to develop tracking/tracing
of goods (including equipments, dangerous materials, medicine, etc.) provided for disaster
relief and crisis response to avoid wasting of precious time due to improper goods man-
agement in transferring between organizations, different levels of command or through
logistic centers, and to stem thefts which are really common in such disaster situations.
To fulfil this objective, the following key-factors have been identified:

• A mobile unit to be tracked (e.g. the good). Here not only information on the
position of the good are provided (mandatory) but information on the status of the
good, the dangerousness of the good, etc. can be eventually provided (optional)

• The means that allows the unit moving (e.g. a path), being not fixed as in the
railway application, but allowing the choice and the management of alternative
paths based on the adoption of fleet management logics and logistic approach;

• The communication among the mobile unit and the coordination centre so that to
inform on the status of the transported good (conditions, relevance and dangerous-
ness of the good, the conditions along the path and the evolution of the emergency
context).

The difference compared to previous scenario could be attributed to the nature of the
movement path that have more degree of freedom leaving out the possibility to go through
alternative paths. While an interruption of the railway gives a key role necessarily to the
communication for dealing potential failure situations, in relief goods application the
proper management of alternative path (which clearly imply also in this case an effective
communication) represents an additional and peculiar capability to this area.
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First responders Finally, for the field users acting in a disaster site, objective is
to customize technology solutions for the tracking and operational management of first
responders to ensure safety, coordination, and efficiency. Similarly to the other application
areas, the analogous key factors are:

• A mobile unit to be tracked (i.e. the first responders). Additionally, information
on the the status and the condition of the field user, which are essential in ensuring
his safety and health have to be as well provided.

• The means for improving the environment in which the end-users have to operate
(e.g. the emergency context);

• The mean of communication providing real-time information from site to remote
and vice-versa.

The mobile units are represented by the responders themselves which present the
highest degree of freedom in terms of mobility and action planning, differently to trains
and support goods. When ensuring responders safety, we need a balance between the
need to guarantee responders safety in a harsh environment and a freedom inside unsafe
and/or critical zones to accomplish the responders task of providing assistance to affected
people. The communication has to possess similar “dynamic features” of first responders,
which are typical in this application area. It is worth noticing that also in this case failing
in any of the listed key factors leads to a definitive and negative impact on the fulfillment
of the objectives related to this application area.

3.2.2 Frameworks for scenario development

We propose a set of frameworks for scenario development based on the identified key
elements in the previous sections:

• Replication framework

• Emergency framework

• Environmental framework

Replication framework This framework leads to the analysis between two or more
different scenarios in different application area, by testing: performance of the tracking
unit considering the constraints as well as the negative events related to such technical
component; and communication between the tracking unit and collecting unit in negative
conditions.

The identification of different scenarios by the implementation of negative events and
conditions, is strictly necessary to prove the robustness and reliability of SPARTACUS
solution. Efficient evaluation consists in examining if emergency management system
is able to be fully functioning over the application areas. The events to perform such
evaluation in first instance could be: responsiveness could be evaluated by provision of
frequent but predictable breaks in GPS position and satellite communication by means of
induced stops in tunnels, or urban tunnels and reaction time by provision of temporary
physical obstructions. Moreover, the changes in the environmental conditions represent
an efficient way to test the replication of system in the different application areas.

Emergency framework In this framework, communication reliability, between the
remote and on-site and the accuracy of the technology guiding the emergency teams will
be tested. For a testing purpose a practical scenario for the first responders could be the
request of an immediate action communicated to the team in different starting positions
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separated each other with a considerable distance. A fundamental condition for the
team members should be the preparedness absence or prior knowledge of the emergency
scenario design in such way to be completely guided by the decision makers in remote site
during the entire emergency operation. It is of critical importance to test the ability of
DST to provide appropriate safe guidance to the first responders (emergency operators)
in the disaster field and the viability of solutions in train tracking and ensuring robust
communication as defined critical transport assets. To perform such evaluations the
following negative events will be applied, forming in this way the effective scenario: first,
unexpected and fast emergency request to demonstrate communication flow between field
and remote site highlighting also the level of efficiency in guiding the responders through
by DST in operational management; second, signal distortions and disturbance by means
of spoofing and jamming simulated attacks.

Environmental framework Differently from the previous framework, this one is more
focused on the performance requirements of scalability and the capability of SPARTA-
CUS to be environment-independent. Relief support goods application is particularly
suitable given the peculiar feature of the management of alternative paths, and the strict
dependence of this capability with the environment.

For this case, a couple of scenarios in a different environment such as urban and
rural field, could be the identified as the transport of goods from different regions to
different arrival points together with the planning of the goods path from the sensing to
the receiving site, jointly with the insertion of expected or unexpected path interruptions,
signal disturbance and other clustered negative events most likely related.

The current framework is dedicated to investigate the capability to support manage-
ment of alternative paths and keeping the continuity of the tracking of goods from sending
side to the receiving/end place, even in negative conditions. Precisely, these scenarios
will evaluate:

• The ability to track the flow of goods beyond predictable breaks in GPS position;

• The reliability of a DST to manage unpredictable physical obstructions in the path
of the goods for evaluating the effectiveness and the responsiveness of the system to
sudden negative conditions of variations in the planned management of the path.

Furthermore, an additional and dedicated scenario should be developed to directly
investigate the scalability by testing the ability to consider the transport of different
goods (both hazardous and normal ones) based on a priority level (based on the need of
emergency in providing such goods or dangerousness of the goods).

For this evaluation case, three different levels of complexity can be considered:

• Monitoring of few goods with low priority level (basic level)

• Monitoring of few goods but with a heterogeneous priority level (from high to low
priority)

• Monitoring of a considerable amount of goods with high priority level, for instance
hazardous goods and first aid goods as medicines or food (high level).

With the aim of summarizing the scenarios, their objectives and the main negative
events involved, the following tables (Figure 5 and Figure6) are reported for the easiness
to the reader. The numbering associated to each scenario reported in Figure 5 is used to
identify also the requirements in the cells of the Figure 6.
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Figure 5: Frameworks and associated scenarios

Figure 6: Scenarios objectives and associated negative events for system testing
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Review of the technical report  

Scenario development framework for testing 
the emergency management system 

This technical report presents a scenario development framework for testing the 
emergency management system for the mitigation and the response phases. The 
authors have identified 3 main scenarios: transport application, relief goods 
delivery and first responders’ application. 

The authors start by motivating their work by describing 2 illustrative examples 
of real-world natural disasters (landslides and floods). They involve railway 
transport, displacing huge population, requiring an immense situation 
assessment necessary for relief good distribution and planning. Real-world 
examples highlight the critical aspects of emergency management that are 
necessary to take into consideration when developing scenarios. Critical aspects 
lead to a design of boundary conditions in the each scenario. 

Afterwards, the authors identify the events that could provoke a total or partial 
failure of the emergency management system. The impact of these events on 
some key factors such as the robustness, the reliability, the integrity, the data 
redundancy (replication) and the scalability are studied and has to be evaluated 
finely. 

Finally, the authors propose a set of 3 frameworks: replication, emergency, and 
environmental. These frameworks provide intuitive guidance when designing 
testing scenarios. 
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